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Cyberphysical = tight conjoining of and coordination 
between computation and physical resources





Source: Intel



Source: Intel



Current IoT Ecosystems

3 Tiers:
• Low-power IoT devices
• Gateway
• Cloud



Centralization does not scale 

Centralised brokered communication models based on
the client-server paradigm

All devices are identified, authenticated and connected
through cloud servers

Often, two IoT devices sitting next to each other will
communicate through the Internet



Security and privacy is a significant challenge

Source: Hackread



Source: Hackread, Oct 2016
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Data Silos

• Isolated data silos

• We have limited control over our data and how it is used

• We have to trust the cloud and application providers

• This problem will exacerbate as IoT devices collect highly
personal data



Source: New York Post



• Heterogeneity in device resources
• Multiple attack surfaces
• Scale
• Centralization
• Lack of control over how data is shared/used and lack of
auditability

• Complex interactions of different OS/software stacks/hardware
• Poor implementation of security/privacy mechanisms
• ……..

Challenges facing CPS







How the Bitcoin Blockchain Works

1. Alice sends Bob

some bitcoins in a

digitally signed

transaction

2. The transaction is

broadcast to the

entire network

3. Miners around the

world race each other

to solve a “Proof of

Work” puzzle

4. Winner combines

pending transactions

into a “block” &

collects fees. This

happens every ~10

minutes.

5. The new block is

broadcast to the

entire network and

added to the “chain”

6. In case of conflicts,

the longest chain

wins; this results in

consensus on which

blocks are on the

chain.

7. Any transaction

that is 3-4 blocks into

the blockchain

cannot, for all

practical purposes,

be reversed.

8. Bob can use wallet

software to verify the

transaction doesn’t

involve Alice “double

spending” her money

Inventor: Satoshi Nakomoto

https://bitcoin.org/bitcoin.pdf

Block N Block N+1...



Blockchain Data Structure

Each transaction is a digitally signed set of input and output 
addresses

Each block is a collection of transactions

Proof of Work: A miner must find a “nonce” such that the hash of a 
block contains a certain number of leading zeros

Within each block, the transactions are stored in the form of a 
Merkle tree which allows quick verification of (non) membership

N N+1

HASH (N)

N+2

HASH (N+1)HASH (N-1)

...



Merkle Tree



A Bitcoin “Mine”



Salient Features

• Distributed Nature

• Chronological and Time stamped Records

• Immutability

• Auditability

• Cryptographically Sealed



Types of Blockchains

Permissionless Permissioned

PBFT, RAFT, PoET
Proof of work, Proof of stake, 

Proof of importance, Proof of time-
elapsed

Anonymous users Identified users

Examples: Bitcoin, Ethereum, 
NEM, IOTA

Examples: Hyperledger, 
R3 (Corda), Ripple, Quorum

Slow Fast

Public Private / Consortium / 
Public



So is Blockchain indeed the answer?

K. Wiust and A. Gervais., “Do You Need a Blockchain?”, https://eprint.iacr.org/2017/375.pdf 





Internet of Things



Motivating Example



Motivating Example



Challenges of adopting blockchain in IoT
Complex Consensus Algorithms

Scale and associated overheads

Latency

Throughput

Complex security mechanisms (e.g. for 
preventing double spending) may not be 
relevant

Incentives



Lightweight Scalable Blockchain (LSB) for IoT

Overlay network comprised of IoT devices, gateways,
service provider servers, cloud storage

Nodes organised as clusters and cluster heads
responsible for managing the distributed ledger

Number of optimizations to fit the IoT context
• Distributed time-based consensus

• Distributed trust

• Distributed throughput management

Ali Dorri, Salil S. Kanhere, and Raja Jurdak, “Towards an Optimized BlockChain for IoT”, Second IEEE/ACM
International Conference on Internet-of-Things Design and Implementation (IoTDI) 2017

Ali Dorri, Salil S. Kanhere, Raja Jurdak and Praveen Gauravaram, “A Lightweight Scalable Blockchain for IoT
Security and Privacy”, under review, https://arxiv.org/abs/1712.02969



Some fundamental concepts
Separation of transaction traffic and data flow
and the data/control plane

IoT device data is stored off-the-chain
• Cloud storage
• Local storage (where relevant)

Overlay Block Manager (OBM): Entity
responsible for managing the blockchain
• Generation, verification and storage of individual
transactions and blocks of transactions

• Access control



LSB Overview



Overlay

Each node is known by a public key (changeable for anonymity)
Nodes organised as clusters and each cluster elects a cluster head
(CH) -> OBM
Transactions are secured using asymmetric encryption, digital
signatures and cryptographic hash functions
– Single Signature Transactions
– Multiple Signature Transactions (m out of n)

Separate transaction ledger per node



Limiting Spam Accounts

Genesis transaction created using one of the following
approaches:

• Certificate Authorities: Leverages PKI. A CA ratifies the node’s
PK which is included in the genesis transaction.

• Burn coin in Bitcoin: A transaction created in the Bitcoin
blockchain by destroying a specific amount of coin. The
genesis transaction uses the same PK as the burn transaction.

OBMs verify validity in either approach.



Transaction Vocabulary

Genesis: starting point of the ledger

Store: used for storing data in the cloud storage

Access: to request access to stored data

Monitor: to enable real-time access to data from a device

Transaction flow is distinct from data flow
• Transactions are broadcast to all OBMs while data is unicast along
optimal routes



Smart Contracts for D2D Interaction

Manifest If this then that interaction
Once mined, the smart contract cannot be modified, thus the 
participants can trust the contract
Each contract can perform pre-defined actions based on the 
variables passed to its through transactions
For example:



Who can access what?

OBM maintains an Access Control List (ACL) consisting of
requester/requestee PK pairs
• Key list updated by cluster members

When a transaction arrives at an OBM, the key list is
checked to determine the destination of the transaction
• if the requestee is not part of the OBMs cluster, then the
transaction is broadcast to other OBMs



Time-based Consensus 

Time-based block generation: One block per consensus-period

A random waiting time before block generation

A new block is broadcast to all other OBMs 

Neighbours verify that one block is generated per consensus-
period
• Non-compliant blocks are dropped and trust associated with the 

responsible OBM is decreased



Block Verification

Verifying all transactions in a block is computationally
demanding
A portion of the transactions are verified as the OBMs build
up trust in one another
Distributed trust
• Direct evidence – if OBM Y has verified a block generated by
OBM X

• Indirect evidence – If OBM Z (not Y) has verified the new block
generated by OBM X



Distributed Throughput Management

Throughput = average number of transactions appended to the BC
per second
Classical consensus algorithms limit the throughput (e.g., Bitcoin
throughput is limited to 7 transactions per second)
Measures the utilization ! (ratio of # of transactions generated to
the # of transactions appended) in each consensus period
Goal : !min <= ! <= !max

Tune two parameters to guarantee the above condition
• Consensus-period
• The number of OBMs (M)



Transaction Flow



Security Analysis

Requirement Employed method

Confidentiality Encryption can be used for the data

Integrity Each transaction includes a hash of all other fields contained in the transaction

Availability An OBM sends a transaction to its cluster members only if a key contained in 
the transaction matches one of the entries in its keylist. This ensures that the 
cluster members only receive transactions from authorized nodes.

Authentication Each node should have a stored genesis transaction in the BC to be 
authenticated. As transactions are chained to the genesis transaction, a node 
is authenticated when it has the private key corresponding to the output PK of 
a transaction stored in the BC

Non-
repudiation

Transactions are signed by the transaction generator to achieve non-
repudiation. Additionally, all transactions are stored in the BC, so involved 
parties in the transaction can deny their complicity in a transaction



Performance Evaluation

• Simulations: 
o Smart home tier: 

o Cooja Simulator
o 6LoWPAN
o Focus on overheads incurred by the CC

o Overlay tier:
o Ns3 Simulator
o 50 node overlay network with 13 OBMS (default), 5 requesters 

generating 4 transactions per second



Distributed Trust
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Resilience to Attacks
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IoT Data/Service Marketplace





Tangle

• All transactions bundled in a Directed Acyclic Graph (DAG) 
• Each new transaction must approve two previous transactions
• PoW for preventing spam
• Flexibility in “confirming” transactions
• No transaction fees
• Support for offline transactions (partitioning)





CONNECTED VEHICLES



Connected and Automated Vehicles



Connected and Automated Vehicles

Wide array of ECUs, sensors and connected technologies for better
perception of the environment and facilitate independent decision making



Source: BBC



Source: The Conversation



Liability Attribution is Complex

• Product Liability: blame is assigned to an auto manufacturer for
product defect

• Service Liability: identified last action of a service technician
caused the accident

• Negligence Liability: vehicle owner failed to adhere to
instructions and is responsible

Norton Rose Fullbright, Autonomous Vehicles: The Legal Landscape of Dedicated Short Range 
Communication in the US, UK and Germany, July 2017.



Blockchain Framework for Insurance Claims 
and Adjudication (B-FICA)

Operational Partiti
on Decision Partition

C. Oham, S. S. Kanhere, R. Jurdak and S. Jha, A Blockchain Based Liability Attribution Framework for Autonomous 
Vehicles, under review, https://arxiv.org/abs/1802.05050



Transaction Vocabulary

• Event Safety Evidence (ESE): records unexpected vehicular

behavior

• Primary Evidence Transaction (PET): records data describing

the accident

• Notification Evidence Transaction (NET): records interaction

between manufacturer/service technician with CAV

• Execution Transaction (ET): records the CAV’s response to NET

• Request Transaction (RT): for requesting specific data for further

investigation

C. Oham, R. Jurdak, S. S. Kanhere, A. Dorri and S. Jha, B-FICA: BlockChain based Framework for auto-Insurance 

Claim and Adjudication, under review, 



Illustrative Example: Two Car Collision



SUPPLY CHAINS







Supply Chains

• A system of organizations, people
activities, involved in the distribution
of raw material or finished goods

§ Food
§ Pharmaceutical
§ Aerospace and Defense

• State-of-the-art traceability systems
§ Organisational silos
§ Prone to mishandling, counterfeiting
§ Consumer access to data often not
available or incomplete

Product Story: Necessitates data collection from these repositories and to ensure integrity of data



How can a blockchain help?

• Origin of raw materials can be recorded

• Physical handover of items along the FSC can be tracked

• IoT sensor data streams can be integrated

• Hazard Analysis and Critical Control Points (HAACP) verification
can be achieved

• Customers can access product story

• Speed up investigation of sickness outbreaks



A Blockchain Solution

Consortium Blockchain

Governance Board
• Access Control

S. Malik, S. S. Kanhere and R. Jurdak, “Blockchain for Transparent Food Supply Chains”, under review



Access Control



Tiered Network Architecture

3 Tiers
Geographical Sharding
Simplified Consensus



Transaction Flow from Farm to Fork
Create: Commodity existence
Transfer: Asset transfer
Produce: Links between multiple previous chains
at the manufacturer





Centralisation of Power

There is a tendency to bigger pool sizes to reduce variance of earnings from
mining.. this could be viewed as a failure of the protocol



Blockchain Vulnerabilities







Memory Optimized & Flexible Blockchain (MOF-BC)

• Enables participants to remove or summarize their transactions and age 
their data and to exercise the "right to be forgotten”

• User-Initiated (UIMO) or SP-Initiated Memory Optimization (SIMO)
• Option to offload optimization to the network (NIMO)

• Memory Optimization Modes (MoMs)
• Temporary
• Summarizable
• Permanent

• Modification to the way the block hash is computed
• Batch removals for optimizing overheads associated with removal of 

transactions
• Rewards offered to nodes for employing optimization

A. Dorri, S. S. Kanhere, R. Jurdak, MOF-BC: A Memory Optimized and Flexible 
BlockChain for Large Scale Networks (under review), https://arxiv.org/abs/1801.04416



What about performance?

https://arxiv.org/pdf/1703.04057.pdf



Trust?

Source: CNBC

"A person who sprayed pesticides on a
mango can still enter onto a blockchain
system that the mangoes were
organic.”

“Projects based on the elimination of
trust have failed to capture customers'
interest because trust is actually so
damn valuable. A lawless and
mistrustful world where self-interest is
the only principle and paranoia is the
only source of safety is a not a paradise
but a crypto-medieval hellhole.”

“As a society, and as technologists and
entrepreneurs in particular, we're going
to have to get good at cooperating — at
building trust, and, at being trustworthy.
Instead of directing resources to the
elimination of trust, we should direct our
resources to the creation of trust—
whether we use a long series of
sequentially hashed files as our storage
medium or not.”



Privacy

• Particularly an issue with public blockchains

• Cryptographically secure obfuscation (holy grail) is difficult

• Possible Approaches:

• Secure Multi-party Computation

• Zero Knowledge Proofs (SNARKs in particular)



Internet of Blockchains

Cross-industry and cross-chain
interoperability for broader application
scenarios

Interledger Protocol (ILP): Open
standard for interledger token
exchange

Cosmos: multiple disparate
blockchains (zones) with a central hub
for coordination

Supply 
Chain Insurance

Payment

KYCTrade 
Finance



Source: Elementus.io



Source: www.coincentral.com



Source: zdnet

Source: Wired



Conclusions

Still early days, but potential for blockchain technologies for next-
generation decentralized networks and applications is clear

Many interesting directions:
• Mathematical modeling of blockchains
• Ways to improve scalability and performance
• New architectures
• New applications
• Smart(er) contracts with machine learning?
Research opportunities pertaining to security, distributed systems,
networks, software engineering, databases, cloud computing,
financial engineering, network economics, Internet of things,…
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