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About Me

* 30+ years in Information Security
* 13 years in applied Al for cybersecurity

* U.S. Navy Veteran
* Cryptology Community

e Cat Dad

Location: Las Vegas, NV, USA
LinkedIn: https://www.linkedin.com/in/shawnriley71/
Blog: https://cybersecurityscience.blogspot.com/



https://www.linkedin.com/in/shawnriley71/
https://cybersecurityscience.blogspot.com/

Agenda

* How today’s talk aligns with Cybersecurity Science

* Overview of Cybersecurity to frame the talk

e Overview of Integrated Adaptive Cyber Defense (IACD)

e Overview of Knowledge Representation & Reasoning (KR&R)
* Overview of the 4 Levels of Interoperability

* Practical Examples that pull it all together



Cybersecurity Science

Knowledge Representation and Reasoning (KR&R) is closely related to the
Cybersecurity Science core theme of Common Language. In cybersecurity
science, Common Language refers to establishing a standardized and

shared understanding of concepts, terms, and representations within the
field.

Core
Principles

Common
Language

KR&R plays a vital role in achieving a Common Language in cybersecurity
by providing a formal framework for representing and organizing
knowledge related to cybersecurity concepts, threats, vulnerabilities,
attacks, and defense mechanisms. It allows cybersecurity professionals to Cybersecurity
capture and structure domain-specific knowledge in a consistent and SSie
machine-readable manner.

Measurable

Security

By employing KR&R techniques, cybersecurity experts can create
ontologies, taxonomies, and knowledge graphs that facilitate the sharing,
integrating, and analyzing of cybersecurity information. These formal

representations enable the development of intelligent systems and ﬁ:ﬁgi(s
decision-support tools to reason about cybersecurity knowledge, detect
anomalies, identify patterns, and propose effective countermeasures.




Wisdom

Understanding

From
Data to
Wisdom s o

Knowledge

https://www.linkedin.com/pulse/from-data-wisdom-integrated-adaptive-cyber-defense-importance-riley/



What is
Cybersecurity
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The complexity of Information in the
Cyber Environment

Governance Layer Governance Cyber Laws, Regulations, Industry Policies, Industry Frameworks, Agreements, etc.

Organization Layer : Organization Organizational Cyber Policies, Procedures, Information Sharing Agreements, etc.

People Layer People Supervisory Temporal

Measurements, Metrics, & Scoring

Persona Layer Persona User IDs, Emails, Passwords, etc. Risk & Resiliency Assessments

. . ) Plan of Actions & Milestones
Application Layer Software Applications Browsers, Office Products, etc.

Risk Remediation Analysis

Operating System Layer Operating System Win / *nix / Android / i0S / etc. Vel ke A Teih Searaee

- . - Threat S tibility Analysi
Other Software Layer Other Software Virtualization, Middleware, Cloud, etc. reat Susceptibility Analysis

Security Assessment Report

INTERNET Data Format Protocols

Security Control Assessment

Cyberspace —

Security Assessment Report
Vulnerability & Threat Assessments

Security Assessment Plan
Logical Layer

(Communications Ports
And Protocols) System Security Plan

uojleWIOjU| pUE BIEQ |BUOIIEZIUBSIQ 40 SUOREzZII0831e) AJINdas

Crown Jewels & Criticality Analysis
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ATT&CK
CAPEC
By
Layer

Physical Layer Hardware, Cables (fiber, copper, etc.)
Location Layer Location Geographic Location & Environment of Operation

Cxber Terraun Model - December 26 ATTTAE

https://www.linkedin.com/pulse/asking-chatgpt4-what-thought-my-cyber-terrain-model-shawn-riley/




Organization Layer

Offe n S e Threat Actors / People

Adversarial Contextual Knowledge

Threat Actor’s use of Threat Actor’s
technology and observable Modus Operandi
technical indicators (Methods of Operation)

Technology /

Cyber Terrain Recon . Weaponize . Deliver . Exploit . Control . Execute . Maintain Processes

TTPs

Defender’s technology
based mitigations and
countermeasures

Defender’s process based
mitigations and
countermeasures

D efe nse g Enterprise Contextual Knowledge

Organization Layer



: IACD - Integrated Adaptive Cyber Defense

IACD is a strategy and framework to adopt an | nteg rated Ad d ptlve

extensible, adaptive, COTS-based approach to

R Cyber Defense (IACD)
hiemesotitor A

Automate the determination of E Inform trusted communities O u r go a | IS to d ra m at I Ca | |y
risk and decision to act via automated sharin . .
’ change the timeline and

e effectiveness of cyber defense

Integrated across disparate
sources of information

Playbooks and

Implementation
Guides

Architecture and
Interoperability

Spcifcatons @ Adoption Resources via integration, automation,
Consulting/ . .
sesoment 4 alllle Ereotie suategios orchestration, and sharing of
. | machine-readable cyber threat
@ = ¢ Consult Community Members ] ]
< information.
il s ;? #& Collaborate on Solutions

https://www.iacdautomate.org/
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The Cyber OODA loop in IACD

Integrated Adaptive Cyber Defense Presentation and Enterprise System Management

e [

£ 3 | Al Mission Models | | .

IACD Baseline Architecture = e ——" B
-§ s Response S«
2 waics | | Controlling 5 2
Derived from the OODA (Observe-Orient-Decide-Act) Loop, the IACD architecture has evolved = Cyber Events Rm E §
into a framework that is composed of sensors bringing in shared and trusted information to trigger % 1, Actiiator Control and Data N ormf _§ é

the Orchestration Services to act in response to cyber events. 3 At —— g

— Sensor Data Commands __ | @

Sensors Actuators 2

Sensing Log Data

S System-Wide Persistence
Orchestration Information Sharin
Manager 9
Actuators/ Trusted Interaction
Action Action
Points
IT Assets
Orchestration

Services

Blue - CORE IACD Capabilities White- Existing Infrastructure Grey - Data Green- Inputs/Outputs

Figure 1 Integration of IACD Capabilities through the OODA Loop
https://www.iacdautomate.org/



IACD Playbooks = OASIS Open Standards

SBoM
P =
—&]— ¥ —
©!
Developer Software Vulnerability Attack Pattern
— Z I
Incident , ‘ @
Response ‘ V “l . | ¢ - ‘ L
plans oo, : r : p = g S—
Cyber Threat - - . .
o Course of Action Indicator Threat Actor

warnings and -

Conditions

€ OpenC2 [E i) [STIX] LaXlL
) — ——
OpenC2 — Open Command & Control Language
e / CACAO - Collaborative Automated Course of Action Operations
’ STIX — Structured Threat Information eXpression
TAXII - Trusted Automated eXchange of Indicator Information

IACD




Integrated Cybersecurity Decision Pattern Knowledge = Context, Problem, Solution

Knowledge

Information

Artificial Intelligence (Al)

Decision-Making
Proxy

I
|

Training
(; N\ | Anticipation of
Wisdom } consequences
; : Relationships; i
N nclorstanding }knowledge | Decision Makers
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- ~ |
| Knowledgebase —i5
: / |
Knowledge Management | Knowledge
Knowledge Encoding | - m::m problem,
Information Artifacts | | Refined Information
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Analytics
Custom Analytics :
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([ Information Artifacts | | Raw Information !
(e.g. reports) } (General Contexty—> —
Analytics f (Ovserve ) (_Decide )
| Standardized Analytics |
|_L{Monitoring Data Repository ?g:::'g:;‘m 5
(Normalized) macro context)
Monitoring
Ingest
e ST | RawData
. SensorRit;t;zs;;m Data (Yool of prposs | ( Eom 2
specific) | -
Sensor Subsystem ‘/R@ (Observe) ((Decide )
E Sensor Manager | '
Sensor Agent 4,
Reta Sources . Native Data
Source Data (Resides in asset)

o
-

JUSLWIUOJIAUS SAI}BI0QE.||0D pUB SSaualeme |euolien}is pa]aqs
uonay bupyoy - ((uonndaxa zd) uonendiuew JNsIUEYIIN)
suois13g buryoyy — ((2180] z2) uswadeuew ‘uonedlpnipe ‘BOUBUIBA0D) e -
uonewoiny Ajundasiaghy

‘ | Feedback ~T

Decision Support




O
)

Key Al Skills

Top Down

Knowledge
Knowledge Engineering

|

L

Information

Information Science

Knowledge Representation & Reasoning

Data
Science

[

duiuiea’ QUIYIEA

Bottom Up



Knowledge Representation & Reasoning

* Knowledge Representation and Reasoning (KR&R) is a field of artificial
intelligence that deals with the representation of knowledge, allowing
computational systems to reason, make inferences, and solve problems. It
involves the development of formal languages, frameworks, and techniques to
]gapture and organize knowledge in a structured and computationally tractable

orm.

* Knowledge representation refers to capturing and encoding knowledge from a
specific domain into a formal representation that a computer can understand and
process. This representation typically uses symbols, concepts, relationships, rules,
and constraints to model real-world knowledge.

* Reasoning refers to drawing logical deductions, making inferences, and answering
qguestions based on the knowledge representation. It involves applying rules,
algorithms, and inference mechanisms to manipulate and derive new knowledge
from existing knowledge.

* A.K.A. Machine Reasoning, Machine Understanding, Expert Systems, Knowledge-
Driven Al, Knowledge Graph Al, etc.



Most Used for KR&R — W3C OWL/RDF

User Interface & applications

Trust
Proof
Unifying Logic A‘
ontology: Rules:
Query: OwWL RIF
SPARQL Crypto
RDF-S
Data interchange: RDF
XML
URI Unicode

SHACL — Constraints

RML - RDF Mapping
(Not W3C but popular)

(Not Prolog)

OWL (Web Ontology Language) and RDF (Resource Description Framework) are
considered leading knowledge representation languages for several reasons:

1.Expressive Power: OWL and RDF provide a rich set of constructs for representing
knowledge, including classes, properties, individuals, relationships, and axioms.

2. Semantic Interoperability: OWL and RDF promote interoperability by providing a
standardized and flexible framework for representing and linking data across
different domains and sources. They enable the integration of diverse information
and facilitate data sharing and exchange.

3.Reasoning Capabilities: OWL, specifically, is designed to support automated
reasoning. It provides a set of logical constructs and reasoning mechanisms that
allow for inferencing and deduction.

4.Semantic Web Compatibility: OWL and RDF are designed to capture and convey
semantic information, enabling machines to understand and process the meaning of
data.



Data Information Knowledge

Data Science
Machine Learning

Relationship List
Classification/Category

) ® 3
O (@)
= Define terms Define terms Define terms
@‘3 Create classes Create classes 2 E
= Describe relations ® —
= S 3 @
&= Description <
= _ e ® ©
P Ontolog Logles % 69
o Taxonomy @ - ®
% Thesaurus -
z o & m
& = @
) o) m
Facls about one object =
@ Facts about many objects — a —
S Facts about objects and concepts > =
= Information about objects and concepts =h g
5 e @
% Description (@ = ﬁ
. =
s Onfolog Loeles a & 3,
= Thesaurus P 5 =5
Lattice e
Taxonomy g 0©Q

Concepts Concepts Concepts Concepts Concepts
Hierarchical relations Formal hierarchical relations Hierarchical relations Formal hierarchical relations
Associative relations Formal associative relations
Inference rules

https://cybersecurityscience.blogspot.com/2023/03/understanding-data-models-from-lists-to.html
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Knowledge Graphs
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https://arxiv.org/pdf/2306.08302.pdf

Multi-modal
Knowledge Graphs



Task of Inference

dc:description

dc:description

N

Rule
Inference

N

dc:description
dc:description




Machine Learning focuses on prediction,
based on known properties learned from
the training data. Inductive Reasoning
uses patterns to arrive at a conclusion
(conjecture). Note: A conclusion derived
through inductive reasoning is called a
hypothesis and is always less certain than
the evidence itself. In other words, the
conclusion is probable.

Tentative
Hypothesis

Property Graphs

Observation

Inductive Reasoning
Bottom-Up Approach
Specific to Generalization

.

Knowledge Representation

And Reasoning
Expert System

Knowledge

Information

Machine Learning
Predictive Analytics

-

Scoring Engines

Deductive Reasoning
» Top-Down Approach

General to Specific

Observation

Confirmation

sydeuan agpajmou)]

An expert system is an A.l. system focuses on
machine understanding that emulates the sense-
making and decision-making ability of a human

expert. Expert systems are designed to solve
complex problems by understanding and
reasoning about knowledge. Deductive Reasoning

uses facts, rules, definitions or properties to arrive at
a conclusion.



KR&R Supports FAIR Data Principles
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https://www.go-fair.org/fair-principles/




4 Levels of Interoperability

4

Knowledge-Driven Automation

y

4 - Organizational

Knowledge-Driven
Automation with Al
Expert Systems Built
On Semantic
Knowledge-Base
Systems & Knowledge
Sharing

3 - Semantic

Knowledge-Driven
Knowledge-Base
Systems, Ontologies,
and Knowledge-
Graphs

2 - Structural

1- Fnundatiunal‘ Data-Driven
Analytics, Machine

Learning, Deep
Learning, Property
Graphs

Security
Orchestrators

& Information
Sharing System Level Interoperability Enterprise Level Interoperability



We Need Cybersecurity Data Fabrics w/KR&R

Presentation
(out-of-the box, third-party providers, custom built)

Knowledge Graph
(vertices and edges)

Integration / Federation

(Data quality control, data ingestion and
curation)

Knowledge Graph Data Model
(Ontology])

onboarding new data)

Source Data

(front-end, middleware and back-end systems, analytical data repositories, and
metadata repositories)

Governance Processes
(demand management, ontology modeling, solution
design and implementation, integration and
(senijigisuodsau
pUE 53|04 |EJIUYIS] PUB SS3UISN] ‘WNI0) SJUBUIIAOD)
|2pojAl BunesadQ

https://medium.com/the-future-of-data/the-perfect-data-architecture-data-mesh-data-fabric-or-something-in-between-15df778048c3



We Need Cybersecurity Digital Twins w/KR&R

Digital Twin Pipeline

3 Automated Deployment
Ontolgy & Domain Expert Use-Case Expert Use-Case Expert No Mﬁ””_”;
nput requi ed
Domain
Input Use-Case Static Use
(Production Input Case Data
technology)
Manual Dynamical Use-
Data Flow Case Data
e o
e @
-
L
Automated \@
Established Data Flow <
Ontologies & Generative
Meta-Models Programming

Three phases of the end-to-end digital twin pipeline for the application in cyber-physical systems

https://www.researchgate.net/publication/356291687_Pipeline_for_ontology-based_modeling_and_automated_deployment_of digital_twins_for_planning_and_control_of manufacturing_systems



Inferred Induced
knowledge models

Knowledge

transfer
Reasoning Machine Predictions
Planning reasoning learning Features
Actions Actions

(Symbolic) (Numeric)

Q .

(=)
> =
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S £
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X £

Knowledge
extraction

Expert Training
knowledge examples




We Need Cybersecurity Hybrid LLMs w/KR&R

Knowledge Graphs (KGs)
Cons: Pros:
+ Implicit Knowledge Structural Knowledge
Hallucination ; Accuracy
Indecisiveness { \ Decisiveness

Black-box
Lacking Domain-
specific/New Knowledge

Interpretability
Domain-specific Knowledge
Evolving Knowledge

Pros: Cons:

» General Knowledge * Incompleteness
» Language Processing » Lacking Language
“ - Generalizability Understanding
™~ " . Unseen Facts

Structural Fact v
Domain-specific Kno! General Knowledge

Symbolic-reasoning Large Language Models (LLMs) : E;“ni“r:ﬁ:;;{ﬂfﬂ“'i“g
Text = LLMs => Output KG-reIated::} KGs = Output
Input Tasks

https://arxiv.org/pdf/2306.08302.pdf
a. KG-enhanced LLMs ps:// 8/pdf/ P b. LLM-augmented KGs



Al-Driven Integrated Adaptive Cyber Defense Overview

Integrated Cyber Defense Knowledge
Fd 2B Sense-Making (KR&R Validation of
i

Integrated Cyber Threat Intelligence
#3 Decision-Making (KR&R Cognitive

Hypothesis & Explanation of Activity
w/Domain Knowledge and Human
Experience Captured in Cognitive
Playbooks)

Knowledge Representation & Reasoning 4R« 15 Knowledge Representation & Reasoning

Your Information Sharing Services
CASE/UCO Investigation Packages

= Playbooks for Decision-Making Based
On Sense-Making Results/Explanation

Experience In The Enterprise)

Your Information Sharing Services
STIX via TAXII such as AlIS

Your IT Enterprise & Security Technologies

™\ #2A Sense-Making (Analytics, Machine
Learning, & Scoring Engines Applied to
Data Sets = Tentative Hypothesis
(Conjecture))

&> #1 Sensing (Security Events & Logs)

Your IT Enterprise & Security Technologies

w/Mechanistic Response Action
Playbooks Following OpenC2
Commands)

#4B Feedback Loop

#4A Acting (Security Orchestrator

of Activity and Human Domain Expert




W3C Working on Updates to RDF & SPARQL

The W3C published the first (mostly skeletal)
documents for the RDF 1.2 and SPARQL 1.2 Working
groups. Little new has been added yet and a quick
survey indicates that much of what does exist has
primarily been imported from 1.1, but the very fact that
this working group has been established is important in
that it indicates that the W3C is actively working on an
upgrade, not just tinkering around the edges.



Questions
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