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Highlights

Recent teaching
cybersecurity, data protection, offensive security

Recent research
automotive, IoT, VPAs, fuzzing, security ceremonies

Recent events
Security Track @ ACM Symposium in Applied
Computing (SEC@SAC)
Workshop Socio-Technical Aspects in SecuriTy (STAST)
International Conference on Security for Information
Technology and Communications (SECICT22)

About
https://www.dmi.unict.it/giamp/

https://www.linkedin.com/in/

giampaolo-bella-a905315a/
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Latest efforts
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Early pic of Cybersecurity planet
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What I found out. . .

https://arxiv.org/abs/2112.12790
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Agenda

Hypotheses (metaphorical?)

Known cities and neighbouring areas
1 Democratic Cybersecurity (City, most similar to us!)

2 Dictatorial Cybersecurity (City)

3 Beautiful Cybersecurity (City)

4 Invisible Cybersecurity (City)

Open challenges and future directions
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1. Democratic Cybersecurity
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Technical measures exist
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Human factor: deception
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Human
factor:
error
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Human factor: choice

Users may perceive security
as a burden, e.g.

2- and multi-factor authent.
Mastercard SecureCode vs
1-click purchase
Registration at first turn-on
of mobile device
3 passwords to secure a laptop

Hence
choose to ignore it
(e.g. browsers’ warnings,
mobile apps’ permissions)
choose to bypass it
(e.g. pics aside)
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Democratic Cybersecurity

Strong human factor
Humans interact somewhat freely with tech systems

Combined system not necessarily secure

Many examples on Earth
IBM X-Force Threat Intelligence Index 2018: the
potentially detrimental impact of an inadvertent
insider on IT security cannot be overstated”

Box/Dropbox file-share vulnerability

“Frequent password changes are the enemy of
security” (Ars Technica, Feb 2016)

Many web-based attacks. . .
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Democratic Cybersecurity in literature

Shakespeare, Macbeth, Act 3, Scene 5:
He shall spurn fate, scorn death, and bear
His hopes ’bove wisdom, grace, and fear.
And you all know, security Is mortals’ chiefest enemy

Freud’s fiction of omnipotence:

“it won’t happen to me”

Nietzsche’s Turkish fatalism:

“my computer cannot be protected”
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Related work

Usable security as attribute of socio-technical security
Learnability and simplicity don’t ensure users will comply
(e.g. 3 passwords at boot up; 2000 US Elections scandal)

Incentives or rewards may contribute to s-t security
Must define the right incentive for security-compliant
behaviour (e.g. why should I update my O.S.?)

Security economics not to be taken for s-t security
Whatever good security measure must be balanced with
investment to develop and deploy it
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Democratic Cybersecurity: where we stand

Long track record of attack&fix tales

Users as “weakest link”, hardly possible to fully
integrate with technology. . . still?

No manuals any more, hence usability a must

Even usability cannot ensure “user compliance”

Dramatic need for more systematic approach

The cybersecurity problem is still open on Earth
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2. Dictatorial Cybersecurity
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Dictatorial Cybersecurity

In brief: a poka-yoke
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Dictatorial Cybersecurity

Almost zero-ed human factor
Human interactions with the technical systems fully
determined by the latter

Human may only choose whether to initiate
interaction

A few examples on Earth
Password strength criteria (NIST 2004)

Password strenght and usability criteria (NIST 2017)

Can no longer disable authentication to mobile dev

Training and regulations for sysadmins
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Dictatorial Cybersecurity: where we stand

Cybersecurity vs safety

Cybersecurity more diverse hence more challenging

Human may feel oppressed and ultimately blow up

Yet unsure this is at all possible in general
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3. Beautiful Cybersecurity
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Understanding it from fiction: Peppa Pig

Peppa: Hello, Suzy!

Suzy: Hello, Peppa!

Peppa: Why have you got that mask on your face?

Suzy: So people don’t know it’s me. I’m in a secret club!

Peppa: Wow! Can I be in your secret club?

Suzy: Shh! It’s not easy to get into. You have to say the secret word!

Peppa: What word?

Suzy: Blaba double!

Peppa: Blaba double!

Suzy: Right, you’re in!
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Understanding it from fiction: Benigni
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Beautiful Cybersecurity

Account fo the human factor by
Security measure as inherent technical feature

Security measure to add to positive experience

A few examples on Earth
Laptop authenticated login by smart watch

QR-code scanning rather than keying long string in

Audio-visual cues

Rewards

Gamification
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Beautiful Cybersecurity: perceptions
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Beautiful Cybersecurity: perceptions

Simplicity Convenience

ModernityAssurance/
Security

Beauty
Quality

Dimensions
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Beautiful Cybersecurity: where we stand

Strong subjectivity bias

Working on “beautification process”

Beautiful vs. secure tradeoff

Yet unsure this is at all possible in general

Perceptions of beauty in cybersecurity available
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4. Invisible Cybersecurity
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Invisible Cybersecurity

Almost zero-ed human factor
Conceal security measure till it is invisible

Human will not feel it

A few examples on Earth
Mobile phone authentication

In-restaurant payment software for cash register

Car remote control

Flight boarding card
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Approaches to Invisible Cybersecurity

1 Integrate security measure to existing system
functionality

2 Integrate security measure to new system
functionality

3 Integrate two or more security measures together
4 Simplify security measure internally
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Example of approach 1: Iphone5S
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Example of approach 2: ICRTouch EPoS
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Example of approach 3: disc decryption
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Example of approach 3: remote car-alarm
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Example of approach 4: a boarding pass?
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A Boarding Pass from Wikipedia

“A boarding pass is a document provided by an
airline during check-in, giving a passenger per-
mission to board the airplane for a particular
flight. As a minimum, it identifies the passenger,
the flight number, and the date and scheduled
time for departure. ”

“Most airports and airlines have automatic read-
ers that will verify the validity of the boarding
pass at the jetway door or boarding gate.”
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The flight boarding protocol

Checks a/b, c/d
can be swapped

Authentication by
ID, authorisation
by BP

Check c is crucial

Years ago:
d . check(BP)
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Real-world news: attack scenarios?
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Real-world news: attack scenarios?
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Informal analysis

Properties
1 Authentication
2 Authorisation

Phases (country specific)
1 Check-in phase (overbooking, seat choice)

Authentication (needed?)
2 Security phase (being “clean”)

Authentication/Authorisation (needed?)
3 Boarding phase (who boards)

Authentication/Authorisation

Items
1 Ticket or reservation number (needed?)
2 ID
3 DB
4 Boarding pass (needed?)
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Taking approach 4 to Invisible Security
over the Boarding Phase

Challenge
Can we dispose with the boarding pass entirely and yet
keep the entire protocol secure?
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The flight boarding protocol revised

Electronic ID

BP completely
disposed with

Empty checks b, c

ID used for both
authentication
and authorisation

Security measure
made invisible
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Invisibility to attendant

Revision 1: Electronic ID (just seen)
Empty checks b, c : security more invisible for attendant
Less hassle
Less room for “deviations” hence for human error
Resulting protocol more secure?

Revision 2: Electronic ID with biometric sample
Camera or fingerprint reader
Check a made technical and initiated by passenger
Check d made technical and initiated by passenger
Attendant’s role emptied as Agent’s at Border Control
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Invisibility to passenger

+ Hands-free travel:
no boarding passes to carry!

− Needs to remember seat :
boarding memo vs. actual boarding pass

Hence just use airline or airport app

In Dubai airport. . .
Invisible Security prototyped for boarding protocol by
means of “fish tunnel”!
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Invisibility not always possible
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Invisible Cybersecurity: where we stand

Less subjectivity than with Beautiful Cybersecurity

Reduces human intervention hence human error

Depends on the very measure

Invisibility may reduce awareness? So?

Yet unsure this is at all possible in general
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Conclusions — abstract

Study the Cybersecurity planet to improve
cybersecurity on Earth!

Formalise and engineer the new cybersecurity
approaches that arise
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Conclusions — precise

We need to move on from Democratic Cybersecurity

Dictatorial cybersecurity works but may turn up
frustrating

Beautiful cybersecurity works but must be balanced
to the core property and may suffer subjectivity

Invisible cybersecurity works but may hinder
awareness

We already know that there are more cities . . .
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