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What is Critical Infrastructure?



United States of America, Patriot Act of 2001, Critical 

Infrastructure is defined as:

“systems and assets, whether physical or virtual, so vital to the 

United States that their incapacity or destruction would have a 

debilitating impact on security, national economic security, 

national public health or safety, or any combination of those 

matters”

What is “Critical” Infrastructure? (USA)

https://www.congress.gov/bill/107th-congress/house-bill/3162



Singapore, Cybersecurity Act, Section 7(1):

“a Critical Information Infrastructure is a computer or a computer 

system located wholly or partly in Singapore, necessary for the 

continuous delivery of an essential service, and the loss or 

compromise of the computer or computer system will have a 

debilitating effect on the availability of the essential service in 

Singapore.”

What is “Critical” Infrastructure? (Singapore)

https://www.ifaq.gov.sg/csa/apps/fcd_faqmain.aspx



Sri Lanka, Cyber Security Bill 2019, Section 17:

An institution is said to have Critical Information Infrastructure:

“(a) the disruption or destruction of the computer system or computer  

program would  have  serious  impact on  the national security, public 

health, public safety, confidentiality, or economic well –being of  

citizens, or the   effective functioning   of the government   or   the 

economy of Sri Lanka; and 

(b) the computer program or the computer system is located wholly or 

partly in Sri Lanka.”

What is “Critical” Infrastructure? (Sri Lanka)

https://www.cert.gov.lk/documents/Cyber%20Security%20Bill.pdf



1. Communications

2. Data storage or processing

3. Defence industry

4. Energy

5. Financial services and markets

6. Food and grocery

7. Health care and medical

8. Higher education and research

9. Space technology

10.Transport

11.Water and sewerage

Critical Infrastructure Sectors



• Multiple Systems

• Provides Essential Services

• National Security

• Public Health and Safety

• Economic wellbeing 

Critical Infrastructure Characteristics



“Programmable systems or devices that interact with the 
physical environment (or manage devices that interact with 
the physical environment). These systems/devices detect or 
cause a direct change through the monitoring and/or control of 
devices, processes, and events. 

Examples include industrial control systems, building 
management systems, fire control systems, and physical 
access control mechanisms.”

NIST SP 800-37 Rev. 2 

Operational Technology (OT)

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-37r2.pdf


OT vs ICS vs SCADA

https://throughput.world/

https://instrumentationtools.com/

Industrial Control Systems
• Conveyor belt
• Power consumption
• Valve pressures 

Supervisory Control And 
Data Acquisition
1. Central command centre
2. Local control systems
3. Communication systems



SCADA System Implementation Example

SP 800-82 Rev. 3 (Draft) (2022, p12)



Industrial Automation

(Automation Lab, IIT Delhi)



Divergent Priorities of IT and OT

Bhattacharjee (2018, p26)



• National Governments

• Terrorists

• Industrial Spies 

• Organized Crime Groups

• Hacktivists

• Hackers

Threat Sources (US-Cert, CISA)



Breakdown of attacks on the top 10 industries, 2021 vs 2020

IBM (2022, p42)



Top infection vectors, 2021 vs 2020

IBM (2022, p16)



Vulnerabilities 
per sector

Claroty (2021, p19)



Top 5 ICS Cyber Attacks

1. ICS Insider

2. IT Insider

3. Common Ransomware

4. Targeted Ransomware

5. Zero-Day Ransomware

FireEye (Ginter, 2018)



History of ICS Incidents (Hamsley & Fisher, 2018, p2-3)



Industrial Components

Kaspersky (2016, p6)



Industrial Protocols

88% are insecure 
by design

Kaspersky (2016, p7)



Consequences of OT/ICS intrusions / breaches

Kaspersky (2022, p9)



Critical Infrastructure Security Research at ECU



Critical Infrastructure Security Training

Industrial Control Systems Training
• Cyber Security Practices and Ethical Hacking
• Technical and Non-Technical Participants

Red VS Blue Team Exercise 
• Chemical Processing Plant
• Virtual Environment (enterprise/OT network and assets)
• Documentation (outdated intentionally)
• Devices (vulnerable intentionally)
• Management team (useful to some extent)



ECU Security Research Institute

Securing Critical Infrastructure 

Ongoing PhD:

• Malware Detection in Cyber-Physical Systems (CPS) 

• Mining SCADA Alarm Analysis by Autonomous Operator to Identify Cyber-Physical 
Attacks 

Funded Research:

• Multi-factor Authentication in Medical Contexts for Pharmaceutical Dispensary 
Functions

• Cyber Range for Port Security

Critical Infrastructure Security Research @ ECU



Port Security



Port Services and Infrastructure

ENISA (2019, p16)



Threat Taxonomy 

ENISA (2019, p27)



Cyber attacks related to ports

Senarak (2021, p24)



2013



2020



2021



High-level categories of 
port assets and services 

ENISA (2020, p13)



Port Systems 
Data Flows

ENISA (2019, p18)



Research Challenges



1.Different ports function differently

2.Capturing cyber-physical aspects 

3.Time synchronisation across various systems

4.Capturing and measuring human factors

5.Lack of specific datasets

Research Challenges



Feel free to get in touch and connect

Email: ahmed.ibrahim@ecu.edu.au

Twitter: @ai8rahim


