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What is Critical Infrastructure?
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What is “Critical” Infrastructure? (USA)
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United States of America, Patriot Act of 2001, Critical

Infrastructure is defined as:

‘systems and assets, whether physical or virtual, so vital to the
United States that their incapacity or destruction would have a
debilitating impact on security, national economic security,
national public health or safety, or any combination of those

matters”

https://www.congress.gov/bill/107th-congress/house-bill /3162
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What is “Critical” Infrastructure? (Singapore)
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Singapore, Cybersecurity Act, Section 7(1):

“‘a Critical Information Infrastructure is a computer or a computer

system located wholly or partly in Singapore, necessary for the
continuous delivery of an essential service, and the loss or
compromise of the computer or computer system will have a
debilitating effect on the availability of the essential service in

Singapore.”

https://www.ifag.gov.sg/csa/apps/fcd_fagmain.aspx
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What is “Critical” Infrastructure? (Sri Lanka)
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Sri Lanka, Cyber Security Bill 2019, Section 17:

An institution is said to have Critical Information Infrastructure:

“(a) the disruption or destruction of the computer system or computer
program would have serious impact on the national security, public
health, public safety, confidentiality, or economic well —being of
citizens, or the effective functioning of the government or the

economy of Sri Lanka; and

(b) the computer program or the computer system is located wholly or

partly in Sri Lanka.”

https://www.cert.gov.lk/documents/Cyber%20Security%20Bill.pdf
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Critical Infrastructure Sectors
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1. Communications ey
2. Data Storage Or processing Security of Critical Infrastructure Act 2018
. No. 29,2018
3. Defence industry
8E Meaning of critical infrastructure sector asset
4. Energy
. . . (1) An asset is a crifical infrastructure sector asser if it is an asset that relates to a critical
5. Financial services and markets  frastructare Sector
6. Food and grocery _
Deemmg—n‘he?r asset relates to a sector
7. Health care and medical
8. Higher education and research (10) For the purposes of this Act, each of the following assets is taken to relate to the
transport sector:
9. Space teChnOIOgy (a) a critical port;
10.Tran sport (b) a critical freight infrastructure asset;

(c) a critical freight services asset;
11.Water and sewerage

(d) a critical public transport asset;

(e) a critical aviation asset.
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Critical Infrastructure Characteristics
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« Multiple Systems

* Provides Essential Services
« National Security

* Public Health and Safety

« Economic wellbeing
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Operational Technology (OT)
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“Programmable systems or devices that interact with the
physical environment (or manage devices that interact with
the physical environment). These systems/devices detect or
cause a direct change through the monitoring and/or control of
devices, processes, and events.

Examples include industrial control systems, building
management systems, fire control systems, and physical
access control mechanisms.”

NIST SP 800-37 Rev. 2



https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-37r2.pdf

https //throughput world
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OT vs ICS vs SCADA

Industrial Control Systems
*  Conveyor belt

*  Power consumption
Valve pressures

https://instrumentationtools.com/

INFEED BELT CONVEYOR

Supervisory Control And
Data Acquisition

1. Central command centre
2. Local control systems

3.  Communication systems
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SCADA System Implementation Example
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SP 800-82 Rev. 3 (Draft) (2022, p12)
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Industrial Automation E
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(Automation Lab, IIT Delhi)
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Divergent Priorities of IT and OT
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CIA VS CAIC
CONFIDENTIALITY CONTROL
AVAILABILITY
INTEGRITY
INTEGRITY
AVAILABILITY CONFIDENTIALITY

Bhattacharjee (2018, p26)



Threat Sources (US-Cert, CISA)
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« National Governments

* Terrorists

* Industrial Spies

* Organized Crime Groups
« Hacktivists

 Hackers
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Breakdown of attacks on the top 10 industries, 2021 vs 2020 E U
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m 2021 2020 IBM (2022, p42)
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Top infection vectors, 2021 vs 2020
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Phishing
33%
vatnerabiiey [ I, -
exploitation 35%
scoten | N NRRRRR o+
credentials 18%
6%
Brute force - ’
4%
4%
Remote desktop - ?
7%
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0%
. 1%
Password spraying I ’
0%
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W 2021 2020 IBM (2022, p16)



SECTORS

AUSTRALIA

Critical Manufacturing 194

Energy 186
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Water and Wastewater

Commercial Facilities
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Vulnerabilities
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Claroty (2021, p19)
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Top 5 ICS Cyber Attacks
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ICS Insider

IT Insider

Common Ransomware
Targeted Ransomware
Zero-Day Ransomware

A A

FireEye (Ginter, 2018)



History of ICS Incidents (Hamsley & Fisher, 2018, p2-3)

Table 1. ICS cyber-incident timeline.
Year Type Name Description
1903  Attack Marconi Marconi’s wireless telegraph presentation
Wireless Hack hacked with Morse code.

2000  Attack Maroochy Water A cyber-attack caused the release of more
than 265,000 gallons of untreated sewage.

2008  Attack Turkey Did attackers use a security camera’s

Pipeline Explosion wvulnerable software to gain entrance into
(not quite cyber) a pipeline’s control network?

2010 Malware Stuxnet The world’s first publically known digital
weapon.

2010  Malware Night Dragon Attackers used sophisticated malware to
target global oil, energy, and
petrochemical companies.

2011  Malware Duqu/ Advanced and complex malware used to

Flame/Gauss target specific organizations, including
ICS manufacturers.
2012 Campaign Gas Pipeline ICS-CERT identified an active series of
Cyber Intrusion cyber-intrusions targeting the natural
Campaign gas pipeline sector.

2012 Malware Shamoon Malware used to target large energy
companies in the Middle East, including
Saudi Aramco and RasGas.

2013  Attack Target Stores Hackers initially gained access to
Target’s sensitive financial systems
through a third-party that maintained
its HVAC ICSs, costing Target $309M.

2013 Attack New York Dam The U.S. Justice Department claims
Iran conducted a cyber-attack on the
Bowman Dam in Rye Brook, NY.

2013 Malware Havex An ICS-focused malware campaign.

AUSTRALIA
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Table 2. 1CS eyber-incident timeline (continued).

Year Type Name Description

2014 Attack German Steel Mill A steel mill in Germany experienced
a cyber-attack resulting in massive
damage to the system.

2014  Malware Black Energy Malware that targeted human-machine
interfaces (HMIs) in ICSs.

2014  Campaign Dragonfly/Energetic  Ongoing cyber-espionage campaign

Bear No. 1 primarily targeting the energy sector.

2015  Attack Ukraine Power Grid  The first known successful cyber-attack

Attack No. 1 on a country’s power grid.
2016 Attack “Kemuri” water Attackers gained access to hundreds of
company the programmable logic circuits (PLCs)
used to manipulate control applications,
and altered water treatment chemicals.

2016  Malware Return of Shamoon Thousands of computers in Saudi
Arabia’s civil aviation agency and
other Gulf State organizations wiped
in a second Shamoon malware attack.

2016  Attack Ukraine Power Grid  Cyber-attackers tripped breakers in

Attack No. 2 30 substations, turning off electricity
to 225,000 customers in a second attack.

2017 Malware CRASHOVERRIDE  The malware used to cause the Ukraine
power outage was finally identified.

2017 Group APT33 A cyber-espionage group targeting the
aviation and energy sectors.

2017  Attack NotPetya Malware that targeted the Ukraine by
posing as ransomware, but with no way
to pay a ransom to decrypt altered files.

2017 Campaign Dragonfly /Energetic S}'mmlt.c(,'ﬂlj claims energy sector is being

Bear No. 2 targeted by a sophisticated attack group.

2017  Malware TRITON /Trisis/ Industrial safety systems in the Middle

HatMan East targeted by sophisticated malware.
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Industrial Components
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Kaspersky (2016, p6)



Industrial Protocols

88% are insecure
by design

HTTP

Telnet

Niagara Fox

SNMP

Modbus

HTTPS

EtherNet/IP (TCP)
RealPort
EtherNet/IP (UDP)
BACnet

FTP

Omron FINS (TCP)
Siemens S7 (ISO-TSAP)
Red Lion Crimson 3

SSH
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Kaspersky (2016, p7)
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Consequences of OT/ICS intrusions / breaches
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35%

Kaspersky (2022, p9)



Critical Infrastructure Security Research at ECU
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Critical Infrastructure Security Training
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SCADA NetworUecurlty Testbed

iﬂ"‘g

Red VS Blue Team Exercise

* Chemical Processing Plant

* Virtual Environment (enterprise/OT network and assets)
* Documentation (outdated intentionally)

* Devices (vulnerable intentionally)

* Management team (useful to some extent)

Industrial Control Systems Training
*  Cyber Security Practices and Ethical Hacking
* Technical and Non-Technical Participants
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Critical Infrastructure Security Research @ ECU
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ECU Security Research Institute
Securing Critical Infrastructure

Ongoing PhD:
» Malware Detection in Cyber-Physical Systems (CPS)

» Mining SCADA Alarm Analysis by Autonomous Operator to Identify Cyber-Physical
Attacks

Funded Research:

« Multi-factor Authentication in Medical Contexts for Pharmaceutical Dispensary
Functions

« Cyber Range for Port Security



Port Security
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Port Services and Infrastructure
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PORT SERVICES FREIGHT FISHING PASSENGER &
BOATS VESSELS BOATS VEHICLE SHIPS

Marine infrastructure

PORT
VESSEL BERTHING
SERVICES
DISTRIBUTION
& VESSEL LOADING/
TRANSFERRING UNLOADING SERVICES
Inland

waterways

TEMPORARY STORAGE &

STAYING SERVICES LOCAL ,
Roads AUTHORITIES
LIQUID/  coNT ,  GENERAL TN RO-RO / SERVICES
% NTAINER g FISHING 0 AL
DRY BULK TERMINAL CARGO TERMINAL  PASSENGER
TERMINAL AR TERMINAL & TERMINAL

Rails

Distribution infrastructure

SUPPORT
SERVICES

SECURITY &
SAFETY SERVICES

ENISA (2019, p16) HINTERLAND



ENISA (2019, p27)

Threat Taxonomy

Interception of emissions

Interception of sensitive
information

Man in the middle/ session
hijacking

Network reconnaissance

Network traffic manipulation

Environmental disasters

Natural disasters

Use of unreliable source

Erroneous administration of
IT/ OT systems

Resulting from penetration
testing

Data deletion
3rd party security failure

Information leakage

Systems
Devices

Navigation and communication
systems

Main supply systems

Failure or disruption of service
providers

@\\\

EAVESDROPPING
INTERCEPTION
¢+ e+ HIJACKING

sseeee DISASTER

UNINTENTIONAL
esssses DAMAGE

ses  FAILURES &
MALFUNCTIONS

@ NEFARIOUS seeee
ACTIVITY & ABUSE

i

@ OUTAGES cseees
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PHYSICAL*sess e
ATTACKS

ssessssene SessssssNesRRRRRRRRRES

SessesssIRRIRIRRIRRRRERETS

Denial of Service (DoS)
Malware

Brute force

Identity theft

Phishing/ Social engineering
Targeted attacks

Abuse and theft of data
Manipulation of information

Geolocalisation signals
spoofing/jamming

Main supply outage
Network outage
Absence of personnel

Loss of support

Fraud

Sabotage
Vandalism

Theft

Unauthorised access
Terrorism
Hacktivism

Coercion, extortion or
corruption

Piracy/ lllegal crime/ Mafia

AUSTRALIA

EDITH COWAN

UNIVERSITY




AUSTRALIA

Cyber attacks related to ports
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Table 2
Cyberattacks in maritime transport industry.
Firm Type of operator Type of cyberattack Year Source
Islamic Republic of Iran Shipping Shipping line Cyberattack 2011 Torbati and Saul, (2012); Hayes
Lines (2016)
Japanese and Korean shipbuilding Ship builder Advanced phishing attacks 2013 Hayes (2016); Shaikh (2017);
Persistent threat ICS (2018)
Maritime industry in South Korea Shipping line Cyberattack 2016 Shaikh (2017); Nichols (2016)
Port operator
Maersk line and Maersk group’s Shipping line Malware 2017 Jensen (2017); Fosen (2019)
APM Terminals Port operator Cyber extortion
BW Group Shipping operator Hacktivism 2017 Fosen (2019)
Floating gas infrastructure
FedEx Logistics company Wiper virus for deleting 2017 McKevitt (2017)
data
Clarkson Plc Shipbroker Hacktivism 2017 Kennard (2019)
Port of Barcelona Port operator Ransomware attack 2018 Aharoni (2018)
COSCO terminal in Long Beach Port Port operator Ransomware attack 2018 Aharoni (2018); Fosen (2019)
US Port of San Diego Port operator Cybersecurity incident 2018 The Institute of Marine
Ransomware attacks Engineering, Science and
Technology (2018)
Total Quality Logistics (TQL) Logistics company Data phishing attempt 2020 TQL (2020); Forde (2020)
Freight broker
Toll Group Freight forwarder Ransomware attack 2020 Otago Daily Times (2020)

Senarak (2021, p24)
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Traffickers using hackers to import drugs into
major Europe ports

Europol disclose that drug traffickers have recruited hackers to help them smuggle
shipments of contraband into major ports including Antwerp

By Colin Freeman
16 October 2013 - 3:30pm
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LOGISTICS REPORT

Global Maritime Regulator Hit by Cyberattack

International Maritime Organization is the second shipping entity attacked by hackers in the past week

M(

By Costas Paris Follow
Updated Oct.1,202011:30 am ET
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French shipping giant CMA CGM suffers data
breach

Customer data impacted by security incident

w

8 ) oo

AR THR AW

French shipping company CMA CGM has announced it has suffered a da

The container transportation and maritime giant, based in Marseille, revealed in a security advisory that
customers’ names, email addresses, phone numbers, and employment information have been leaked

It has not yet been confirmed how many individuals were affected by the incident, but CMA CGM said that its
operations were not affected
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Security and
safety services
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High-level categories of
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Port Systems
Data Flows

ENISA (2019, p18)
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EXCHANGE DATA SYSTEMS OF PORT COMMUNITY
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PORT MANAGEMENT INFORMATION SYSTEMS (PMIS)
TRAFFIC CONTROL SYSTEMS
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Research Challenges
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1.Different ports function differently

2.Capturing cyber-physical aspects

3.Time synchronisation across various systems
4.Capturing and measuring human factors
5.Lack of specific datasets



Feel free to get in touch and connect
Email: ahmed.ibrahim@ecu.edu.au

Twitter: @ai8rahim
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