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SysSec Lab. 
v System Security Lab. @ KAIST, Korea

– Yongdae Kim
– Prof @ Electrical Engineering & Information Security

v Research areas: Finding new problems in Emerging Technologies such 
as Drone, Blockchain, Medical device, Automobiles, Cellular, …
– Software vulnerability (hacking)
– Physical system security (sensor, hardware Trojan, …)
– Wireless communication security (Bluetooth, Zigbee, …)
– Mobile network security (privacy, abuse, …)



Cellular Security Publications (Selected)
v Location leaks on the GSM Air Interface, NDSS'12
v Gaining Control of Cellular Traffic Accounting by Spurious TCP Retransmission, NDSS' 14
v Breaking and Fixing VoLTE: Exploiting Hidden Data Channels and Mis-implementations, CCS'15
v When Cellular Networks Met IPv6: Security Problems of Middleboxes in IPv6 Cellular Networks, 

EuroS&P'17
v GUTI Reallocation Demystified: Cellular Location Tracking with Changing Temporary Identifier, 

NDSS'18
v Peeking over the Cellular Walled Gardens - A Method for Closed Network Diagnosis - , TMC 2018
v Touching the Untouchables: Dynamic Security Analysis of the LTE Control Plane, S&P’19
v Hidden Figures: Comparative Latency Analysis of Cellular Networks with Fine-grained State Machine 

Models, HotMobile’19
v Hiding in Plain Signal: Physical Signal Overshadowing Attack on LTE, Usenix Sec’19
v BaseSpec: Comparative Analysis of Baseband Software and Cellular Specifications for L3 Protocols, 

NDSS’21
v Watching the Watchers: Practical Video Identification Attack in LTE Networks, Usenix Sec’22
v DoLTEst: In-depth Downlink Negative Testing Framework for LTE Devices, Usenix Sec’22



4G LTE Cellular Network Overview
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Why do we need cellular security testing?
v New Generation (Technology) every 10 year

– New Standards, Implementation, and Deployment è New vulnerabilities

v Many unpatched design vulnerabilities è SS7, Broadcast channel, … 
v Cellular networks are different for each manufacturer and operator

– Therefore, vulnerabilities are different

v Complicated and huge standards è Hard to implement correctly
– Leave many implementation details for vendors è Bugs

v Almost no security testing è Only conformance testing
v Walled Garden

– Carriers (smartphone vendors) don’t talk to each other. 
– Carriers don’t admit vulnerabilities. è illegal in many countries



Insecure Standard



Fake CMAS broadcast attack



Signal Overshadowing: SigOver Attack
v Signal injection attack exploits broadcast messages in LTE

– Broadcast messages in LTE have never been integrity protected!

v Transmit time- and frequency-synchronized signal

Hiding in Plain Signal: Physical Signal Overshadowing Attack on LTE, Usenix Security 2019



9



Security of New Systems 



v Let’s check potential attack vectors newly introduced in VoLTE

VoLTE makes cellular network more complex
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Weak Point Vulnerability US-1 US-2 KR-1 KR-2 KR-3 Possible Attack

IMS

No SIP Encryption X ✓ ✓ ✓ Message manipulation

No Voice Data Encryption ✓ ✓ ✓ ✓ ✓ Wiretapping

No Authentication X X O O X Caller Spoofing

No Session Management O O O X O Denial of Service on Core Network

4G-GW IMS Bypassing O X O X X Caller Spoofing

Phone Permission Mismatch Vulnerable for all Android Denial of Service on Call, Overbilling

: Vulnerable : Secure

Free Data Channels Free Channel US-1 US-2 KR-1 KR-2 KR-3

Using VoLTE Protocol
SIP Tunneling ✓ ✓ ✓ ✓ ✓

Media Tunneling ✓ ✓ ✓ ✓ ✓
Direct 

Communication

Phone to Phone ✓ ✘ ✓ ✘ ✘
Phone to Internet ✘ ✓ ✓ ✘ ✘



Discussion
v Some parts of 3GPP specifications are left to operators

– Several misunderstandings of the operators

– Different implementations and security problems

– Even important security features are only recommendations, not requirement

v We reported vulnerabilities to US/KR CERTs, and Google in May
– Google replied “moderate severity”

– All two U.S. operators ACK’ed, but no follow-ups

– Only two among three KR operators have been fixing with us
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Fuzzing LTE Core and Baseband



Fundamental Problems in cellular network 
v Description of standard (3GPP) is ambiguous

– The 3GPP specifications are based on natural language
– Standard leave implementation (exact behavior) details to the vendors
– There are conformance test specs…

§ But, no security testing specs

v Mobile network operators & vendors rarely communicate with each other
– Different carriers with different device vendors suffer from different 

vulnerabilities

15 Touching the Untouchables: Dynamic Security Analysis of the LTE Control Plane, S&P’19



LTEFuzz

16 Touching the Untouchables: Dynamic Security Analysis of the LTE Control Plane, S&P’19



Specification issues
Vendor issues



Attacks exploiting MME
v Result of dynamic testing against different MME types

– Carrier 1: MME1, MME2, Carrier2: MME3 (MME1 & MME3: the same vendor)
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Negative Testing of 
Core and Basebands



Negative Testing
v Conformance testing è check if valid messages are correctly handled

v Negative testing?
– check if invalid or prohibited messages are appropriately handled
– Among 993 test scenarios in conformance spec, only 14 cases are negative.

– Challenges
§ How do we enumerate violating cases?
§ UE/Network state dependence
§ Spec is difficult to understand è Oracle?
§ Baseband/UE implementation diversity

DoLTEst: In-depth Downlink Negative Testing Framework for LTE Devices, Usenix Sec’22



DoLTEst





Baseband Fingerprinting



Lessons Learned
v Found 26 misimplementations (22 were unknown previously)
v Almost all BBs have misimplementations. 
v Not all BB vendors are responsive. 
v Patch cycle of BB seems larger than that of other softwares



Limitations of Dynamic Testing
v Over-the-air testing is painful. 

– Violating messages often “reboot” BBs. 

– Slow è Testing 1,000 messages takes about 5 hours. 

– Debugging is expensive è expensive DM and SDRs, no memory access

v Hard to find memory bugs
– No memory access

v Huge manual effort
– Test case generation, reasoning, reading manual



BaseSpec: Comparative Analysis of 
Baseband Software and Cellular Specifications

BaseSpec: Comparative Analysis of Baseband Software and Cellular Specifications for L3 Protocols, NDSS’21



Errors in Protocol Implementation
v Many points of human errors in development process
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How about directly comparing?

v Software analysis with specification is a common approach
– Formal verification of software

§ Using manually defined formal specification
– Protocol specification extraction from binary

§ For malware analysis

è Can be applied to cellular baseband software?
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Challenges

v Obscure embedded system
– Vendors do not open details
– Hard to analyze dynamically

v Complex implementation
– Low-level embedded software
– Numerous functions (>90K)
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– Each has hundreds of pages

❖ Mainly written in natural language



Our Approach
v Comparative analysis of message structures in baseband and specification

– Compare embedded message structures with specification
– Compare logic of decoder function with specification
– Analyze implication of identified mismatches
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Mismatch Results (vendor x)
v Missing Mismatches of mandatory IE & Unknown Mismatches

– Directly indicate functional errors (drop of benign IE / undefined behavior)

v Invalid Mismatches
– Numerous incorrect length limit / ad-hoc length checkers

– Can lead to memory-related bugs
v Missing optional IEs

– May not be buggy
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9 Error cases
(4 Memory-related including 2 RCEs)

*IE: Information Element (= message field)

Missing Mismatch Unknown Mismatch Invalid Mismatch
Models Total IEs Mandatory IE Optional IE Mandatory IE Optional IE Mandatory IE Optional IE

Model A 1475 5 189 6 58 94 364

Model B 1475 5 192 6 58 94 361

Model C 1475 5 192 6 58 94 361

Model D 1475 5 203 6 58 94 349

Model E 1475 5 203 6 58 94 349



Conclusion
v Spec could be written better. 

– Formally verifiable?
– Sample implementation
– Negative testing (security testing) should be standardized!

v Or use of NLP to understand 3GPP Spec
– Seems impossible… Too many inconsistencies and ambiguities…

v Emulation of BB seems promising
– Still requires quite a bit of manual effort
– HITL BB? Using Avatar? (debugging interface)

v Many design vulnerabilities should be patched as well. 



Questions?
v Yongdae Kim

– email: yongdaek@kaist.ac.kr
– Home: http://syssec.kaist.ac.kr/~yongdaek
– Facebook: https://www.facebook.com/y0ngdaek
– Twitter: https://twitter.com/yongdaek
– Google “Yongdae Kim”
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