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A severe cyber attack: advanced persistent threats
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• An advanced persistent threat (APT) is a stealthy threat actor which gains unauthorized
access to a computer network and remains undetected for an extended period.

Stage1: 
Reconnaissance

Stage 2: 
Establish 
foothold

Stage 3: 
Lateral 

movement

Stage 4: 
Exfiltration

Stage 5: Post-
exfiltration

APT life 
cycle

An APT attack has five stages: reconnaissance, establish
foothold, lateral movement, exfiltration, and post-exfiltration.
• Reconnaissance means monitoring and scanning systems in

the target network.
• Establish foothold represents the attacker’s successful entry

into the target network.
• Lateral movement means that the attacker needs to stay

undetected within the target network in search of critical
components or data.

• Exfiltration The attacker’s actions, comprising, retrieving
and sending sensitive data to the attacker’s command and
control center, fall under this stage.

• Post-exfiltration activities include continuing to exfiltrate
critical data or deleting evidence for a clean exit from the
target network.



Advanced persistent threats
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• The intention of an APT is to exfiltrate or steal data rather than cause a network outage,
denial of service or infect systems with malware.

• APT attacks differ from traditional web application threats, in that:
• They’re significantly more complex.
• They’re not hit and run attacks—once a network is infiltrated, the perpetrator remains in order to attain

as much information as possible.
• They’re manually executed (not automated) against a specific mark and indiscriminately launched

against a large pool of targets.
• They often aim to infiltrate an entire network, as opposed to one specific part.

• A successful advanced persistent threat can be extremely effective and beneficial to the
attacker. For nation states, there are significant political motivations, such as military
intelligence. For smaller groups, APTs can lead to significant competitive advantages or
lucrative payouts.



Case study 1: A counter-
measure against 
reconnaissance*
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A counter-measure against reconnaissance
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• During reconnaissance, the attacker monitors and
scans the systems in the target network in order to
obtain the configuration information of these
systems. Once the information is obtained, the
attacker analyses the vulnerabilities of the
configurations and then launches his attacks.

• The first important defense research problem
against APT attacks is the counter-measure against
reconnaissance.

• We adopt the cyber deception technique as a
counter-measure to deceive the attacker.



• Cyber deception is one of the key approaches used to mislead attackers by 
hiding the real systems’ ground truth or providing inaccurate system 
information to manipulate adversary’s course of actions. It utilizes lures 
and decoys to entice, engage, misdirect and ultimately detect attackers. 
Legacy: honeypots.

• Crafted information by the defender (used to mislead), and
• Wrong actions taken by attackers (as a result of deception).

• The main aim of deception technology is to prevent a cybercriminal that 
has managed to infiltrate a network from doing any significant damage.

• Key requirements for deception technology implementation:
• It is indistinguishable and fresh to the attacker.
• Automation (e.g., built-in machine learning and AI technologies)

Cyber Deception
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• Game theoretic concepts provide a framework for defining and quantifying the moves of attackers and 
defenders and the payoffs associated with each move.  By understanding the possible moves for either 
player in a given state, and the outcome for a certain sequence of actions, the defender can choose to 
leverage cyber deception and steer the outcome of a cyber attack in the defender’s favour.

• A cyber deception game is played with imperfect and incomplete information, where the attacker and 
defender do not have perfect visibility into the history of all actions of the other player.

• Attackers normally assume systems operate in the context of honesty, so defender can have the greatest impact if 
implemented before the attacker can use knowledge of the defender’s environment to develop their attack.

• An attacker operating with incomplete information may assume that the defender only has a legitimate set of 
moves and real, valuable resources. This assumption can form the basis for cyber deception.

Cyber Deception Games
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Figure from: Cliff Wang and Zhuo Lu, "Cyber Deception: Overview and the Road Ahead", 
IEEE Security & Privacy, March/April 2018, pp. 80-85.



Cyber deception game in reconnaissance
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• The cyber deception game models an interaction between a defender and an attacker.
The attacker aims to scan the configuration of systems, while the defender offers fake
configurations to confuse the attacker.



Cyber deception game in reconnaissance
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• The challenge of cyber deception is how to obfuscate configuration of systems to deceive
the attacker while avoiding the attacker to deduce the real configuration of each system.

Generally, if the defender uses a deterministic strategy to obfuscate configurations, her strategy can be
predicted by the attacker who can then deduce the real configuration of each system.



The research problem of defense against APT attacks
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• A counter-measure against the reconnaissance is to use the cyber deception technique
to obfuscate the configuration of systems to deceive the attacker.

For example, the real configuration of system s is: os-Linux, Web-Tomcat, file-Sensitivity. After obfuscation, the
configuration appears as os-Windows, Web-Nginx, file-Internal. The obfuscated configuration is then shown to
the attacker to deceive him.



• Differential privacy is a promising technique. It can guarantee that any individual record being
stored in or removed from a dataset makes little difference on an analytical output of the dataset.

Our solution: differential privacy
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In this work, we adopt a differential privacy mechanism to obfuscate the configuration of systems. As differential privacy can 
guarantee that an adversary cannot deduce whether a data record is in a dataset, it can also guarantee that the attacker in 
cyber deception game cannot deduce whether the configuration of a system is real or fake.



In each round of the game, there are four steps.
• Step 1: The defender obfuscates the configuration of systems by adding Laplacian noise to the number of

systems with each configuration.

• Step 2: The defender allocates systems to configurations based on the probability of a system being
attacked.

• Step 3: For each system, the attacker estimates the probability with which an observed configuration 𝑘′
could be a real configuration 𝑘 using Bayesian inference

• Step 4: Based on the estimation, the attacker calculates the expected utility gain of selecting each
configuration. The attacker selects a configuration with the highest expected utility as the target.

Two evaluation metrics are used to compare our strategy with Greedy and Greedy-mixed approaches:

• The attacker’s utility gain (i.e., the defender’s utility loss): the utility gain is received by attacking systems;

• The defender’s cost: it is the defender’s deployment cost used to obfuscate configurations of systems.

Differential privacy in cyber deception game
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A counter-measure against lateral movement 
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• An organization in which there is a storage server used to
store all sensitive data as well as a set of hosts used to
handle daily affairs. Due to business requirement, every
host is authorized to access a certain portion of the
storage server and communicate with a subset of other
hosts (Fig 1).

• In the lateral movement stage, a covert connection
between each hijacked host and the attacker’s host (the
command-and control server) will be established. As a
result, the attacker can exploit the hijacked hosts to (a)
gain partial access to the storage server, and (b) infiltrate
the secure hosts through lateral movement to obtain
more sensitive data (Fig 2).



A counter-measure against lateral movement 
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• The APT Repair Problem: When an APT has been identified and the probability of each host being
insecure has been estimated, the next work to do is to ascertain and repair all of the hijacked
hosts in a timely manner to mitigate the potential loss of the organization.

• we have to reasonably allocate the available repair resources to the potentially insecure hosts to
mitigate the organization’s potential loss. We refer all of the feasible repair resource allocation
strategies as repair strategies. The APT repair problem can be viewed as seeking a repair strategy
to minimize the organization’s expected loss.

• We model the APT repair problem as a differential Nash game problem (the APT repair game) in
which the attacker chases the maximum potential benefit and the organization manages to
minimize its potential loss.

Compromised 
resources

Resources

Attacker Defender

To chase the maximum 
potential benefit 

To minimize 
potential loss

The APT repair game to deal with lateral movement

Using repair 
strategies

Using attack 
strategies



A counter-measure against lateral movement 
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• Steps in using the differential game theory:
1. derive a system (the potential system) for calculating a potential Nash equilibrium of an APT repair

game;
2. examine the structure of the potential attack and repair strategies in a potential Nash equilibrium;
3. develop an algorithm for numerically solving potential systems; and
4. solve the potential systems of some APT repair games to obtain the corresponding potential Nash

equilibria.

• We propose an algorithm for generating a random strategy pair. By comparison with a
large number of randomly generated attack and repair strategies, we conclude that the
potential Nash equilibrium of each APT repair game is exactly a Nash equilibrium of the
game. Therefore, we recommend to organizations their respective potential repair
strategies.



Case study 3: A counter-
measure to customize a 
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recovery (QAR) scheme 
to minimize the APT 
impact*
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Address the quarantine and recovery (QAR) problem
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• The industry standard for APT response is as follows.
• Detection: Use proven APT detection programs to find indicators of APT. This is an automated process.
• Quarantine: Check all the suspect systems found in the detection phase to see if they are really

compromised, followed by isolating all the confirmed compromised systems from the network, with the
goal of preventing lateral movements from these systems to other systems.

• Recovery: Repair all the quarantined systems, followed by putting all the recovered systems back to the
network. As a result, these systems become uncompromised and work properly.

• Quarantine and recovery (QAR) manipulations are resource-intensive; but the resources
available for QAR manipulations are limited. Hence, we face the following problem.

• QAR Problem: For an organization under APT, customize a dynamic QAR scheme so that the APT
impact is minimized.



Address the quarantine and recovery (QAR) problem
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• Estimating the APT Impact
• Lateral movement of APT can be regarded as a propagation phenomenon,

where the compromised state propagates from system to system. In order to
estimate the APT impact, we have to establish an epidemic model that
accounts for the effect of lateral movement.

• In recent years, the node-level epidemic modeling technique has been
applied to active cyber defense. Here, we establish a node-level epidemic
model that characterizes the effect of the QAR scheme on the network’s
expected statement.

• We use a closed-loop susceptible-infected-quarantined-susceptible (SIQS)
model to describe the lateral movement of APT, where all the QAR rates in
the model are time-varying and under control of the defender.



Address the quarantine and recovery (QAR) problem
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• Step 1. We introduce a node-level epidemic model characterizing the effect
of the QAR scheme on the network’s expected state, to estimate the
expected APT impact under a QAR scheme.

• Step 2. Use the node-level epidemic model, we reduce the QAR problem to
an optimal control problem (the QAR problem) in which the objective
functional stands for the expected APT impact under a QAR scheme, each
optimal control stands for a QAR scheme that minimizes the expected APT
impact.

• Step 3. We derive the optimality system for the QAR problem.
• 3.1. We introduce the concept of normal potential optimal (NPO) control and use it

for addressing the QAR problem.
• 3.2. Although the NPO control may not be optimal, by comparison with a set of

heuristic QAR schemes, we find the effectiveness of the NPO control is satisfactory.
Therefore, we recommend NPO control schemes to organizations.



Address the quarantine and recovery (QAR) problem
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• Through experiments, we examine the effect of some factors on the expected
APT impact under the NPO control, finding some interesting results.

• Experiment setting: Two representative network models: a small-world network and a scale-
free network; plus a real-world email network.

• In all the experiments, we need to obtain the NPO controls of a set of QAR∗ instances by
solving the corresponding optimality systems.

• Examine the effectiveness of the NPO control: We first describe a set of heuristic quarantine
schemes as well as a set of heuristic recovery schemes. Then we compare the NPO control
with a set of heuristic QAR schemes in terms of the expected APT impact.

• Conclusion: The NPO control achieves a satisfactory effectiveness.

(a) A small-world network. (b) A scale-free network. (c). A real email network



• We are the first to introduce differential privacy into cyber deception game. By using differential
privacy, the attacker cannot deduce the real configuration of each system.

• We are the first to develop an effective repair strategy for an organization using differential game
theory. Our findings help to better understand and effectively defend against APT.

• We are the first to address the quarantine and recovery (QAR) problem in APT and developed a
counter-measure to customize a dynamic quarantine and recovery scheme to minimize the APT
impact.

Discussions
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