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Critical Infrastructure

https://www.cisa.gov/sites/default/files/publications/Guide-Critical-Infrastructure-Security-Resilience-110819-508v2.pdf

https://www.cisa.gov/sites/default/files/publications/Guide-Critical-Infrastructure-Security-Resilience-110819-508v2.pdf


Cyber Attacks in Real World

Ukraine power grid (2015, 2016)

Iran nuclear plant (2010)

Colonial Pipeline (May 2021)

Florida water treatment plant (Feb 2021)



Cyber-Physical System Architecture
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• Reactive
– Interact with its environment via inputs and outputs.

• Real-Time
– Have time constrain to execute the necessary computations and communicate the results.

• Concurrency
– Multiple processes execute concurrently, exchanging information with one another to achieve 

the desired goal of the computation.

• Safety-Critical
– Safety of the system has a higher priority over other design objectives such as performance 

and development cost.

Key Features of CPS



• Isolation assumption
– “Security by obscurity” has been dominant in most of CPS applications since their initial design.
– Focus on designing reliable and safe systems.
– The systems were supposed to be isolated from the outside world.

• Increased connectivity
– CPS are more connected than ever before.
– More connectivity increases the number of access points to CPS, thus more attack surfaces arise.

• Heterogeneity
– CPS are almost always multi-vendor systems.
– Each product has its own security problems.
– Internal details of the integrated and heterogenous components are unknown. They may produce 

unexpected behavior when they are deployed.

Causes of Vulnerability in CPS



Attacks and anomaly detection. (Copyright) Aditya Mathur
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Physical damage to devices

Tempering with electrical connections

Attack via network intrusion

Attack Points in CPS



• Difference with traditional IT systems

- Software patching and frequent updates, are not well suited for CPS.

- Real-time availability provides a stricter operational environment than most 
traditional IT systems.

- Many cyber-physical systems are legacy systems, almost no security by design.

+ Simpler network dynamics: fixed topology, stable user population, regular 
communication patterns, and limited number of protocols.

CPS Security Challenges



Cyber Defense of CPS
Operational Technology [OT] centric:

• Avoid process anomalies due to an attack

• Detect process anomalies due to an attack

• Recover from process anomalies due to an attack

Design Centric
(Physics/Chemistry)

Data Centric
(AI + ML)

Authentication & 
Attestation 

(on-line)

Modeling & 
Analysis/Verification

(off-line)

vs

vs



Secure Water Treatment (SWaT) Water Distribution (WADI) IoT Shielded Room

Electric Power & Intelligent Control 
(EPIC)

CPS Testbeds @ iTrust

Transformer & inverters Generators & programmable loads



• Virtual tour of SWaT – https://www.youtube.com/watch?v=2r1ctjULCnI

• Consists of a 
modern six-stage 
water process. 

• A layered 
communications 
network, PLCs, 
HMIs, SCADA 
workstation and 
historian. 

Secure Water Treatment (SWaT)

https://www.youtube.com/watch?v=2r1ctjULCnI


• A natural extension 
of SWaT.

• Consists of two 
elevated reservoir 
tanks, six consumer 
tanks, two raw 
water tanks and a 
returned tank.

• Able to simulate the effects of physical attacks such as water leakage and 
malicious chemical injections.

Water Distribution (WADI)



• Consists of four stages, from 
power generation, 
transmission, to micro-grid 
(PV, battery), and smart 
home.

• Designed to enable cyber 
security researchers conduct 
experiments to assess the 
effectiveness of novel cyber 
defense mechanisms.

Electric Power & Intelligent Control (EPIC)



IoT Honeypot

• 17 real IoT devices & 5 ICS emulators
• 31 wormholes globally
• Live since Nov 2019 
• Collected 71GB of network traffic data



CPS Datasets @ iTrust

Datasets downloaded by 3022 research groups from70 countries.

https://itrust.sutd.edu.sg/itrust-labs_datasets/

https://itrust.sutd.edu.sg/itrust-labs_datasets/


* Patent / patent pending

Layer 1 (PLC)
• DAD* (AsiaCCS’17)
• PAtt (RAID’19)
• PoA* (ACSAC’19)
• ProcessSkew* (WiSec’20)
• ScanCycle* (AsiaCCS’21)

Layer 0 (Sensor/Actuator)
• HD2FA* (ESORICS’16)
• NoisePrint* (AsiaCCS’18)
• BbTest* (ACNS’19)

Layer 2 (Historian)

• BlockOps*
• VVateR

CPS Security Technologies @ iTrust
Practical & Reliable Solutions:

• Novelty
• Generality
• Applicability
• Scalability



NoisePrint

Motivation:
• Identify devices (sensors and actuators) and detect anomalies 

in CPS.

Solution:
• Fingerprint two noise sources: 

 Device noise: comes from device manufacturing imperfections
 Process noise: comes from the physical process of a system

• NoisePrint = device identification + attack detection

Features:
• High accuracy
• Non-intrusive detection

Reference:
• “NoisePrint: Attack Detection Using Sensor and Process Noise 

Fingerprint in CPS”. ACM AsiaCCS’18 (patent pending)



NoisePrint: Framework 



NoisePrint: Flow Chart



WADI for device identification WADI: System Model WADI: Residues

NoisePrint: Sensor Identification in WADI



Motivation:
• Evaluating the security of CPS is challenging, as it brings risks not acceptable in mission-critical systems.
• Model-based approaches help to address such challenges by keeping the risk associated with testing low.

Solution:
• Provide a methodology to model a CPS as a hybrid system model.
• Develop a model-based attack detection mechanism for CPS.
• Introduce time-to-critical-state as metrics to evaluate attack impacts

to CPS and resilience of the system.

Features:
• Take a black-box approach to model CPS without the controllers’

source code.
• Require minimal initial configuration to build model automatically.

Reference:
• “A Modular Hybrid Learning Approach for Black-Box Security Testing of CPS”. ACNS’19 (PCT patenting)

BbTest – Black-Box Security Testing



Sensors(𝑦𝑦) / Actuators(𝑢𝑢)

BbTest: Black-Box Modelling



111

111
Finite State 

Machine

𝑦𝑦

𝑢𝑢1

𝑢𝑢2

𝑢𝑢3

Sensors(𝑦𝑦) / Actuators(𝑢𝑢)

BbTest: Black-Box Modelling



100

111 100
Finite State 

Machine

𝑦𝑦

𝑢𝑢1

𝑢𝑢2

𝑢𝑢3

Sensors(𝑦𝑦) / Actuators(𝑢𝑢)

BbTest: Black-Box Modelling



000

111 100

000

Finite State 
Machine

Sensors(𝑦𝑦) / Actuators(𝑢𝑢)

𝑦𝑦

𝑢𝑢1

𝑢𝑢2

𝑢𝑢3

BbTest: Black-Box Modelling



010

111 100

000

010

Finite State 
Machine

𝑦𝑦

𝑢𝑢1

𝑢𝑢2

𝑢𝑢3

Sensors(𝑦𝑦) / Actuators(𝑢𝑢)

BbTest: Black-Box Modelling



001

111 100

000

010

Finite State 
Machine

001

𝑦𝑦

𝑢𝑢1

𝑢𝑢2

𝑢𝑢3

Sensors(𝑦𝑦) / Actuators(𝑢𝑢)

BbTest: Black-Box Modelling



101

111 100

000

010

Finite State 
Machine 101

001

𝑦𝑦

𝑢𝑢1

𝑢𝑢2

𝑢𝑢3

Sensors(𝑦𝑦) / Actuators(𝑢𝑢)

BbTest: Black-Box Modelling



100

111 100

000

010

Finite State 
Machine 101

001

𝑦𝑦

𝑢𝑢1

𝑢𝑢2

𝑢𝑢3

Sensors(𝑦𝑦) / Actuators(𝑢𝑢)

BbTest: Black-Box Modelling



Critical States (𝑄𝑄)

Critical states can be considered as a state
where the system operation cannot satisfy
minimal safety conditions and threatens
product or service quality or human lives.
i.e. Tank overflow, pipe high pressure.

Time-to-critical-state (𝑡𝑡𝑞𝑞)

It is the shortest time a system might take to reach its
closest critical state. Based on historical registries.

BbTest: Security Metrics



Critical states (𝑄𝑄)
𝑞𝑞1:𝐻𝐻𝐻𝐻

𝑞𝑞2: 𝐿𝐿𝐿𝐿

𝑞𝑞1

𝑞𝑞2

Time-to-critical-state (𝑡𝑡𝑞𝑞)

𝑡𝑡𝑞𝑞𝑞 𝑡𝑡𝑞𝑞𝑞

BbTest: Critical States & Time-to-Critical-State 



Critical states (𝑄𝑄)
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BbTest: Critical States & Time-to-Critical-State 



Critical states (𝑄𝑄)
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Thrusts
• Incidence Response: Forensics and recovery
• Attestation and Assessment
• Digital Twinning: water and electric power
• Attack Prevention
• Novel approaches to design secure CI

https://itrust.sutd.edu.sg/nsoe-destsci/

NSoE DeST-SC @ iTrust

https://itrust.sutd.edu.sg/nsoe-destsci/


New CPS Security Initiative @ iTrust

• Cyber Risk Management in Shipboard OT Systems
• Produce a new guideline for Singapore’s context

 Consider the balance of risk vs costs;
 Take a tiered security approach for major shipboard systems;
 Make it easy for adoption by ship owners and enforcement by maritime authorities.



26 – 30 Aug 2019
• 6 x Red Teams (Asia, 

Europe, America)
• 5 x Blue Teams 

(commercial vendors)
• iTrust: 1 x Red Team, 1 x 

Blue Team
• https://itrust.sutd.edu.s

g/ciss-2019/

Critical Infrastructure 
Security Showdown

CISS @ iTrust

27 Jul – 7 Aug 2020 (online)

• 16 x Red Teams (Asia, 
Europe, America)

• 10 x Blue Teams 
(commercial vendors)

• iTrust: 1 x Red Team, 1 x 
Blue Team

• https://itrust.sutd.edu.sg
/ciss-2020-ol/

https://itrust.sutd.edu.sg/ciss-2019/
https://itrust.sutd.edu.sg/ciss-2020-ol/


iTrust @ Locked Shields 2021 



https://spritz.math.unipd.it/events/2021/CPSS/

https://spritz.math.unipd.it/events/2021/CPSS/


https://cimssworkshop.github.io/

https://cimssworkshop.github.io/


Recruitment of RF @ SUTD



Thank You !
jianying_zhou@sutd.edu.sg

Welcome to visit iTrust.
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