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. | was bornin Singapore, did my Bachelors and PhD at NTU, and have the privilege to
work across industry and academia throughout my career. —
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. Some highlights include: INTERPOL 1-’-___ —

. Building New Programmes: Establishing UQ Cyber (2019), Cyber Security : —
Researchers of Waikato (CROW) (2012), NZ Cyber Security Challenge (2014) and
the NZ Institute of Security and Crime Science (2017) at the University of Waikato

. Curricula Development: Writing the cyber security ISO standard ISO/IEC 21878,
co-authored the (ISC)2 CCSP certification, wrote the NZ level-6 curriculum on
cyber security, and started 3 interdisciplinary degree programmesin cyber security:
Waikato Uni: (Master of Cyber Security, Master of Security & Crime Science); UQ:
Master of Cyber Security

. Research across HP Labs and academia: Invented/co-invented cyber security
and provenance tools, e.g. HP security tools and data tracking tools used globally
(e.g. DHCPvV6 Fuzzer (Kali Linux); Fraud detectionfor USA Treasury, IRS; cloud
provenance tracking for Singapore Government Cloud)

. Advising the INTERPOL, ministers, governments, and several listed companies
on cyber security technologies.
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UQ Cyber Research Areas

€5 Secure quantum @) Secure communications 3t Cyber autonomy and
communications for space automation

loT and cyber physical v Data privacy and user data £Jd  Cyber law and ethics
security control

Secure software 2 National security and &O  Cyber criminology
engineering cyber policies

Critical Infrastructure —
Industrial Control Systems
(ICS) Security
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Qn: How do you find out who/what Is the
source of a cyber attack?
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Possible sources

Computer Logs?

Telecommunication records?

Network packet captures?

Account login information?

Financial payments? (e.g. for ransomware)

Verified information from trusted intelligence agencies?

Question: How do you trust these sources?

Data Provenance and Cybersecurity — Ryan Ko, 2 Dec 2020 CRICOS code 00025B 8



UQ Cyber Security

Qn: Are current systems fit-for-purpose in
terms of supporting the attribution of cyber
attacks?

Many challenges including a lack of data-centric systems design, encrypted channels, etc.

In this talk, our focus: Data-centric systems design to enable high quality, high-integrity provenance.

Data Provenance and Cybersecurity — Ryan Ko, 2 Dec 2020 CRICOS code 00025B 9
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September 11, 2001
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Al Qaeda’s Internet operations gradually became more sophisticated and
secure. According to a 2004 report by the U.S. Justice and Treasury Depart-
ments, the traditional espionage communication technique of the “dead drop”
was adapted for online use. Selected Al Qaeda members are given the same

__prearranged username and password for an e-mail account such as at hot-
mail.com. One person writes a message, but instead of sending it he saves it in
the “draft” file and signs off. Then someone else can access the account, read the

'Y Y A ‘:.". a ' Y “'. .' ."..'.. a . "‘. .'.‘.. . i. ‘. a aya

message was never sent, the ISP retains no copy of it, and no record g
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Defining Provenance

Across many papers in the literature, provenance is commonly defined as the “derivation history of data”.

Like many IT terminologies, provenance has several overlapping terms linked to it:
- Data lineage, genealogy, information flow, etc.

This mainly stems from the lack of (deep) consideration of the nature of provenance.

My hope is that by the end of this talk, we take provenance (more) seriously. ©
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Observable phenomena

Time
The conceptoftime is self-evident.

An hour consists of a certain number of minutes, a day of hours
and a year of days.

But we rarely think about the fundamental nature of time.

Time is passing non-stop, and we followit with clocks and
calendars. Yet we cannot study it with a microscope or experiment
with it. And it still keeps passing. We just cannot say what exactly
happens when time passes.

Time is represented through change, such as the circular motion
of the moonaround Earth. The passing of time is indeed closely
connected to the conceptof space.

One of the most peculiar qualities of time is the fact that it is
measured by motion and it also becomes evidentthrough motion.

Ref: University of Helsinki. "What is time?." ScienceDaily. ScienceDaily, 15 April 2005.
<www.sciencedaily.com/releases/2005/04/050415115227.htm>.

#uqcyber

THE UNIVERSITY
OF QUEENSLAND
AUSTRALIA

Provenance

Similarly, like time, the concept of provenance is self-evident.

Provenance consists of a sequence of actions and sub-actions
on an object of interest. The sequence tells us the story of the
object.

But we rarely think about the fundamental nature of provenance.

Provenance is passing and generated non-stop, and we follow it
with logs, artefacts, and different types of metadata.

Yet we cannot study it with a microscope or experiment with it.
And it still keeps passing. We just cannot say what exactly
happens when provenance passes.

Provenance is represented through change, such as the change
of ownership of the Mona Lisa painting. The passing of
provenance is indeed closely connected to the concept of data.

One of the most peculiar qualities of provenance is the fact that
it is measured by data actions and it also becomes evident
through data actions.

CRICOS code 00025B
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If | can describe the role of provenance in cyber security
through 1 character, it has to be...

Image src: https://www.insider.com/game-of-thrones-jon-snow-learns-truth-parents-sam-2019-4
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Everyday Provenance User

Activity .

Cloud Service Payroll System Physical Security

Provider Card Access
System

Bob opened MSWord  Bob initiated a payroll Bob swiped his card to
to read a document, sequence to pay salary enter a meeting room.
and copied a from the company
paragraph to another account to a personal
document. account.

CRICOS code 00025B
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What has that got to do with cybersecurity?

Attribution

Assurance of data integrity

Trust

Accountablility and auditability

Digital Rights Management

~orensics (though strictly speaking, forensics != security)

Proactive Security

Data Provenance and Cybersecurity — Ryan Ko, 2 Dec 2020 CRICOS code 00025B 17
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Cyber Security
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Evolution of Provenance Research

Since the 1970s, in Computer Science, we have been looking at provenance in the context of:
1970s-1990s: Scientific workflows

1990s-early 2000s: Web (e.g. W3C PROV)

2000s-2010s: Operating Systems (e.g. PASS, SPADE)

2010s-now: Distributed systems such as cloud computing (e.g. Flogger, Progger, S2Logger);
Ledgers (Blockchains; DLT)

Now-future: Cyber-physical systems: 0T and Operational Technology (OT)

Data Provenance and Cybersecurity — Ryan Ko, 2 Dec 2020 CRICOS code 00025B 19



UQ Cyber Security THE UNIVERSITY
OF QUEENSLAND

AUSTRALIA

Provenance Research Opportunities and Challenges
Capturing

« What to capture, where to capture
» Describing and formalizing provenance as an algebra
« Standardising the ‘layers’ of abstraction in the full provenance stack

Storing

« How do we store and where do we store (kernel?)

« How do we handle distributed environments such as the cloud?

» Integrity of provenance metadata (e.g. evidentiary requirements for justice)

Access and Analytics

« Visualising provenance

* Fusion of provenance data

» Inferring user behaviour from provenance (e.g. user actions; Behavioral biometrics)
« Using provenance for prevention and disruption/revocation (e.g. Proactive security)
« Automating compliance for data governance

Data Provenance and Cybersecurity — Ryan Ko, 2 Dec 2020 CRICOS code 00025B 20
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Case Studies:

Capturing, storing and analyzing Cloud Data Provenance
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Cloud Data Provenance — Related Work

User-Space, Centralized File System Call Monitor
. Local machine - iNotify, swatch, file alteration monitor (FAM)

. Network packet monitoring — snort [Roesch 1999]
* File Integrity Checkers as Intrusion Detection
. E.g. TripWire
» Virtual Environment Monitors
. E.g. HyTrust CloudControl
« Cloud Systems Health and Performance Monitoring
. VMWare vFabric Hyperic, CloudKick

- Database provenance

* Unable to capture entire end-to-end data flow in clouds
* However, very useful as part of cloud data provenance linking application to system levels.

« Traditional Data Provenance Research
. PASS — Provenance Aware Storage System [Muniswamy-Reddy et al. 2009,2010]
. SPADE, sysdig, etc.
. Not tamper-evident
. Mostly user-space

- Ryan K. L.Ko, PeterJagadpramana, BuSung Lee, “Flogger: A File-centric Logger for Monitoring File Access and Transfers within Cloud Computing Environments”, 10t" |EEE TrustCom, 16-18 November 2011, Changsha, China.
*- Olive QingZhang, Markus Kirchberg, RyanK. L. Ko, Bu Sung Lee, “How To Track Your Data: The Case for Cloud Computing Provenance”, 3rd |EEE CloudCom 2011, 29 Nov-1Dec 2011, Athens, Greece.
- Ryan K. L. Ko, Markus Kirchberg, BuSung Lee, “From System-Centric Loggingto Data-Centric Logging — Accountability, Trust and Securityin Cloud Computing”, Defence, Science and Research Conference 2011, |[EEE Computer Sodety, 3-4

August 2011, Singapore.
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Industry — still lacking something at that time...

However, we need a Cloud-ready, file-centric, detective mechanism which can do the
following:
ﬁranscend Virtual Machines/ Physical Machines (Full transparency) \
*Must provide Provenance (History)
*Single Auditable View (Empowering Decision Makers)
Efficient storage (Empowering forensics and compliance with retention policies)
«Strong Analytics (Instant insights and adoption into future detections)

k-End-to-End Tracking (Not only tracking of single machines, but entire Cloud) J
*Optimised log size and format (space-efficient)
Efficient storage, processing and transfer of logs
*Tamper-evidence

Qesilient to threats which render logs unusable (e.g. ransomware)

CRICOS code 00025B 23
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Flogger (2011)

Capturing provenance at kernel space in
both physical and virtual machines

Ref. Ryan K. L. Ko, Peter Jagadpramana, Bu Sung Lee,
“Flogger: A File-centric Logger for Monitoring File Access and
Transfers within Cloud Computing Environments”, 10" [EEE
TrustCom, 16-18 November 2011, Changsha, China.
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S2Logger (2013) — Capturing Kernel-space Block-level Provenance

Endpoint

-

Legend: _’. Disparate, single data flow step

"
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(System-centric monitoring)

Actual end-to-end data flow

(Data-centric monitoring)
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Ref: Chun Hui Suen, Ryan K. L. Ko, Y. S.
Tan, Peter Jagadpramana and B. S. Lee
(2013)“S2Logger: End-to-End Data
Tracking Mechanism for Cloud Data
Provenance.” 12th IEEE TrustCom,
Melbourne, Australia, 16-18 July 2013, pp.
594-602. IEEE.
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Provenance
captured by
S2Loggerfor 1l
File transferred
across 2
machinesin a
cloud

Ref. Chun Hui Suen, Ryan K. L. Ko, Y. S. Tan,
Peter Jagadpramana and B. S. Lee (2013)
“S2Logger: End-to-End Data Tracking
Mechanism for Cloud Data Provenance.” 12th
IEEE TrustCom, Melbourne, Australia, 16-18 July
2013, pp. 594-602. |IEEE.
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S2Logger Visualization of Scenario’'s Provenance
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Progger (2014-present) — Effective, kernel-space, tamper-
evident provenance logger

Built for data traceability and accountability in clouds?! (and eventually for OT HMI machines?in 2019)
Deployed as agent(s) in kernel-spaces of both Virtual and Physical Hosts

Both Windows (File System Mini Filter Driver) and Linux (Kernel Module)

Records CRUD file actions: Create; Read; Update; Delete

A ‘CCTV’ for file changes in clouds

Builds on experience since 2010 (i.e. Flogger, S2Logger)

Ref:
1. Ryan K. L. Ko, Mark A. Will, “Progger: An Efficient, Tamper-Evident Kernel-Space Logger for Cloud Data Provenance Tracking,”, IEEE CLOUD 2014, Alaska, USA, 2014.

2. Ryan K L Ko, Taejun Choi and Christian Anderson-Scott, “Security systems, methods and devices.”, NZ Patent 756876 (Filed Aug 2019; PCT filed 2020)
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root@host-172-16-0-27:~

[root@host-172-16-0-27 ~]# tail -f /var/log/progger.log | cut -d':' -f7 | python user_tracker.py -dir /
home/bob/

0




Progger Architecture (1/2)

Linux Progger

Kernel module
Kernel versions (v4.xx; also works for 3.xx)

GPL License

Uses tracepoints to record file

provenance
Markers within the Linux kernel

Hook into running kernel at the point where
the marker is located

Log entries sent to Redis server

Used as message queue between Progger
client and database

#uqcybersecurity
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Windows Progger

File System Mini Filter Driver
Runs inside Windows NT Kernel

(Version 6.3+)
Closed sourced

Loaded into kernel as a Dynamically
Linked Device Driver by Filter Manager

Communication with Redis directly
using TCP socket created using
Winsock Kernel

CRICOS code 00025B



Progger Architecture (2/2)

Linux Progger Architecture

User Request for File 10

Enter Syscall

Relevant
Syscall?

Resume Syscall

Exit Syscall

Kernel Mode

Acquire Syscall Args

Create Message

Progger Client

User Mode

Database

Logging Server

THE UNIVERSITY
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Windows Progger Architecture

User Request for File 10
User Mode N

Kernel Mode

|
IOM '
anager Kernel Request for File IO
: : Database
|
|

Filter Manager

File System Driver P
Progger Client g Logging Server
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Supported System Calls (Sample)

Windows Progger Syscall Type

____________________________________________________________________________ 'I___________________________________________________________'I'________________________________
1

PSCT_FILE_OPEN Sys open, sys create

IRP_MJ_CREATE

PSCT_DIRNODE_CREATE sys_mkdir

1
____________________________________________________________________________ e e it e et

IRP_MJ_READ PSCT FILE_READ | sys_read, sys_pread64

IRP_MJ_FILE_SYSTEM_CONTROL,
FSCTL_SET REPARSE_POINT

isys_dup, sys_dup2,
'sys_pipe, sys_pip2

Not yet implemented i PSCT_HANDLE_DUPLICATE

CRICOS code 00025B
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Logging Implementation

Initially entries output to log file (text, then binary)

Inefficient
Additional overheads when writing to log file
(plus lessons learned from previous work on HP Labs’ Flogger/S2Logger)

Now logs are sent over a network socket

Avoiding extra 10 operations since no logging to disk
Ring buffer to be implemented in the near future in case Redis server cannot be reached

CRICOS code 00025B
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Benchmarking: Efficiency & Load on Current
Systems

Progger tracking the installation of a program (i.e. data CRUD-intensive):

» Performance measuring tools say the system ran at 25% CPU usage (worst case) with no RAM issues introduced by Progger.

« Reading dumps from Redis, Progger produced 1.6 Mbps of network traffic without taking into account TCP and Redis
overheads.

In one experiment (self-made “Progger killer”):
« 9 million event dataset weighing in at 1.25GB collected over roughly 1 hour and 40 minutes.

* Itcompresses to 65MB.
« Assuming an entire day of compressed data with high system load that's less than a GB of data produced from 1 machine.

Collection efficiency:

* Running with focus given to the virtual machine over 90% of the time causes 80% of Windows Progger events to be collected
in 10-20 microseconds with about 5% that take over 30 microseconds.

Stability:

* Progger was executed for data provenance collection in about 180 attack and defence challenge machines in NZ Cyber Security Challenges
2016, 2017. No outages experienced.

CRICOS code 00025B
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Progger Log File Design & Compression

Test File 1 (496973 events) File Size | Compression Ratio
No Compression 42,548 N/A
KB
GZIP Compression (Level9) 4,084 KB | 9.6%
Zlib Stream Compression 8,839 KB | 20.8%
Test File 2 (890208 events) File Size | Compression Ratio
No Compression 60,701 N/A
KB
GZIP Compression (Level9) 4679 KB | 7.7%
Zlib Stream Compression 13,028 21.5%

KB

CWCOS code 00025B




Uses of Progger: Recording Locky Ransomware’s Provenance
(Collaboration with Trend Micro)

+ @ O [T Recording [00:04:51]
- | wWww.Bandicam.com

Recycle Bin

i
Proggerinst... | ASIBGWBE-GOUS-QZE3-6623-AA1452494329 - Notepad
File Edit Format View Help
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Uses of Progger: Locky Ransomware Provenance

! Progger Data Explorer X
File

Type Time UserlD |semame ProcessID ProcessPath FileHandle|D Filename -
PSCT_FILE_OPEN 24/@1/2817 12:28:51 PM |GDTF43BE | DESKTOP-USUIFHB\Claire |20969AD rundl132.exe 2820888816500 1
PSCT_FILE_OPEN 24/@1/2817 12:28:51 PM |GDTF43BE | DESKTOP-USUIFHB\Claire |20969AD rundl132.exe FFFFFFFFFFFFFFFF | \Device\Muph. .
PSCT_FILE_CLOSE 24/@1/2817 12:28:51 PM |GDTF43BE | DESKTOP-USUIFHB\Claire |20969AD rundl132.exe FFFFFE@FI5SBE119D | (null)
PSCT_FILE_OPEN 24/@1/2817 12:28:51 PM |GDTF43BE | DESKTOP-USUIFHE\Claire |2C9694D rundll3z2.exs FFFFFFFFFFFFFFFF | DESKTOP-USUJFHE
PSCT_FILE_OFEN 24/@1/2817 12:28:51 PM |GDTF43BE | DESKTOP-USUIFHE\Claire |2C969AD rundll32.exs FFFFFFFFFFFFFFFF | \Device\Mup. \. \DESKTOP-U4UIFHB
PSCT_FILE_OFEN 24/@1/2817 12:28:51 PM |GDTF43BE | DESKTOP-USUIFHE\Claire |2C969AD rundll3z.exe SeaseRaERR85 Y
PSCT_FILE_CLOSE 24/@1/2817 12:28:51 PM|GD7F43BE | DESKTOP-U4UJFHB\Claire |2C9694D rundll32.exe cedggosaneaas Y LOCky enumera‘“ng
PSCT_FILE_OPEN 24/@1/2817 12:28:51 PM |GDTF43BE | DESKTOP-USUIFHB\Claire |20969AD rundl132.exe FFFFFFFFFFFFFFFF | YWWindows\SyswWOWE4\RPCSS .DLL
PSCT_FILE_OPEN 24/@1/2817 12:28:51 PM |GDTF43BE | DESKTOP-USUIFHB\Claire |20969AD rundl132.exe co2eeaeReeRas Y network Shares
PSCT_FILE_OPEN 24/@1/2817 12:28:51 PM |GDTF43BE | DESKTOP-USUIFHB\Claire |20969AD rundl132.exe 1880888B8AEE0 WWindows\SyswowWs4\vssapi.dll . .
PSCT_FILE_OFEN 24/@1/2817 12:28:51 PM |GDTF43BE | DESKTOP-USUIFHE\Claire |2C969AD rundll3z.exe 1808008881540 WWindows\SyswWoWES and dlsabl I ng
PSCT_FILE_CLOSE 24/@1/2817 12:28:51 PM |GDTF43BE | DESKTOP-USUIFHE\Claire |2C969AD rundll3z.exe 18080088BAEEC WWindows\SyskWowWs4\vssapi.dll b k
PSCT_FILE_CLOSE 24/@1/2817 12:28:51 PM |GDTF43BE | DESKTOP-USUIFHE\Claire |2C969AD rundll3z.exe 1808008881540 WWindows\SysWoWES aC upS
PSCT_FILE_OPEN 24/@1/2817 12:28:51 PM |GDTF43BE | DESKTOP-USUIFHB\Claire |20969AD rundl132.exe 1880888B8AEE0 WWindows\SyswowWs4\vssapi.dll
PSCT_FILE_OPEN 24/@1/2817 12:28:51 PM |GDTF43BE | DESKTOP-USUIFHB\Claire |20969AD rundl132.exe 18208288815AC Wi ndows \ Sy skoweS
PSCT_FILE_CLOSE 24/@1/2817 12:28:51 PM |GDTF43BE | DESKTOP-USUIFHB\Claire |20969AD rundl132.exe 18208288815AC Wi ndows \ Sy skoweS
PSCT_FILE_OFEN 24/@1/2817 12:28:51 PM |GD7F43BE | DESKTOP-U4UIFHB\Claire |2C969AD rundllaz2,.exe FFFFFFFFFFFFFFFF | WPerflLogs
PSCT_FILE_OFEN 24/@1/2817 12:28:51 PM |GDTF43BE | DESKTOP-USUIFHE\Claire |2C969AD rundll3z.exe 1808000088444 YProgrambata
PSCT_FILE_OFEN 24/@1/2817 12:28:51 PM |GDTF43BE | DESKTOP-USUIFHE\Claire |2C969AD rundll3z.exe 1808000088444 YProgrambata
PSCT_FILE_CLOSE 24/@1/2817 12:28:51 PM |GDTF43BE | DESKTOP-USUIFHE\Claire |2C969AD rundll3z.exe 1808000088444 YProgrambata
PSCT_FILE_OPEN 24/@1/2817 12:28:51 PM |GDTF43BE | DESKTOP-USUIFHB\Claire |20969AD rundl132.exe 1020022088444 \Programbata
PSCT_FILE_CLOSE 24/@1/2817 12:28:51 PM |GDTF43BE | DESKTOP-USUIFHB\Claire |20969AD rundl132.exe 1020022088444 \Programbata
PSCT_FILE_OPEN 24/@1/2817 12:28:51 PM |GDTF43BE | DESKTOP-USUIFHB\Claire |20969AD rundl132.exe 1820022028448 \Programbata\Comms
PSCT_FILE_OFEN 24/@1/2817 12:28:51 PM |GDTF43BE | DESKTOP-USUIFHE\Claire |2C969AD rundll3z.exe 1808000088448 WProgrambata\Comms
PSCT_FILE_CLOSE 24/@1/2817 12:28:51 PM |GDTF43BE | DESKTOP-USUIFHE\Claire |2C969AD rundll3z.exe 1808000088448 WProgrambata\Comms
PSCT_FILE_OFEN 24/@1/2817 12:28:51 PM |GDTF43BE | DESKTOP-USUIFHE\Claire |2C969AD rundll3z.exe 1808000088448 WProgrambata\Comms
PSCT_FILE_CLOSE 24/@1/2817 12:28:51 PM |GDTF43BE | DESKTOP-USUIFHBE\Claire |20969AD rundl132.exe 1820020028448 WProgramiata\Comms
PSCT_FILE_CLOSE 24/@1/2817 12:28:51 PM |GDTF43BE | DESKTOP-USUIFHB\Claire |20969AD rundl132.exe 1820022028448 \Programbata\Comms
PSCT_FILE_OPEN 24/@1/2817 12:28:51 PM |GDTF43BE | DESKTOP-USUIFHB\Claire |20969AD rundl132.exe 1820028888440 \Programbata\Microsoft
PSLT FTIF OPFMN 2431 /9817 17:2R8:51 PM | ARNTF43RF NFSKTOP-IIITFHRW TATre 2CSRGAN rund1132 . pup 12AARRARRRRLAN “Proeramnatathmicrosnft 7
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85! Progger Data Explorer

Uses of Progger: Locky Ransomware Provenance

File
Type Time UserlD Usemame ProcessID ProcessPath FileHandlID Filename
PSCT_FILE_OPEN 24/e1/2817 12:28:51 PM |6D7F43BE |DESKTOP-U4UJFHB\Claire |2C9:69AD rundllzz.exe ceeep8ea19517 WusershClaire\Desktop\Testing Folder 1%\Papers.docx
PSCT_FILE_OPEN 24/e1/2817 12:28:51 PM |6D7F43BE |DESKTOP-U4UJFHB\Claire |2C9:69AD rundllzz.exe ceeep8ea19517 WusershClaire\Desktop\Testing Folder 1%\Papers.docx
PSCT_FILE_OPEN 24/@1/2817 12:28:51 PM |eD7F43BE |DESKTOP-U4UJFHB\Claire |2C9:9AD rundllzz.exe Eeeepealr7EA wWsershClaire\Desktoph\Testing Folder 1
PSCT_DIRNODE_RENAME | 24/81/2817 12:28:51 PM |6D7F43BE |DESKTOP-U4UIFHB\Claire |2C9:69AD rundllzz.exe FFFFFFFFFFFFFFFF | ZUsershClaire\DesktophTesting Folder 1\Papers.docx -»> (badFilename)
PSCT_FILE_CLOSE 24/91/2817 12:28:51 P¥M | GD7F42BE | DESKTOP-UMUIFHB\Claire |2C9&9AD rundll32,exe 222228819517 WusershClaire\Desktop\Testing Folder 1\Papers.docx
PSCT_FILE_READ 24/91/2817 12:28:51 P¥M | GD7F42BE | DESKTOP-UMUIFHB\Claire |2C9&9AD rundll32,exe 222228819517 WusershClaire\Desktop\Testing Folder 1\Papers.docx
PSCT_FILE_WRITE 24/81/2817 12:23:51 P¥ | GD7F43BE | DESKTOP-USUIFHB\Claire |2C969AD rundll3z.exe 288288819517 WusershClaire\Desktop\Testing Folder 1\Papers.docx
PSCT_FILE_WRITE 24/81/2817 12:23:51 P¥ | GD7F43BE | DESKTOP-USUIFHB\Claire |2C969AD rundll3z.exe 288288819517 WusershClaire\Desktop\Testing Folder 1\Papers.docx
PSCT_FILE_WRITE 24/81/2817 12:23:51 P¥M | GD7F43BE | DESKTOP-U4UIFHB\Claire |2C969AD rundll32.exe 228288819517 WUsershClaire\Desktop\Testing Folder 1\Papers.docx
PSCT_FILE_WRITE 24/81/2817 12:23:51 P¥M | GD7F43BE | DESKTOP-U4UIFHB\Claire |2C969AD rundll32.exe 228288819517 WUsershClaire\Desktop\Testing Folder 1\Papers.docx
PSCT_FILE_CLOSE 24/@1/2817 12:28:51 PM |GD7F43BE  |DESKTOP-U4UIFHBA\Claire |2C969AD rundll3z.exe c228828819517 WsershClaire\Desktop\Testing Folder 1\Papers.docx
PSCT_FILE_OPEN 24/@1/2817 12:28:51 PM |GD7F43BE  |DESKTOP-U4UIFHBA\Claire |2C969AD rundll3z.exe 4330280802280 WsershClaire\Desktop\Testing Folder 3%WMew Rich Tewt Document.rtf
PSCT_FILE_CLOSE 24/@1/2817 12:28:51 PM |GD7F43BE |DESKTOP-U4UIFHB\Claire |2C969AD rundll3z.exe 4282880888280 WsershClaire\DesktophTesting Folder 3%WNew Rich Text Document.rtf
PSCT_FILE_OPEN 24/@1/2817 12:28:51 PM |GD7F43BE |DESKTOP-U4UIFHB\Claire |2C969AD rundll3z.exe 4282880888280 WsershClaire\DesktophTesting Folder 3%WNew Rich Text Document.rtf
PSCT_FILE_OPEN 24/81/2817 12:23:51 PM |GD7F43BE | DESKTOP-U4UIFHB\Claire |2C969AD rundl132.exe 4320208088280 WUsershClaire\Desktop\Testing Folder 3%WNew Rich Text Document.rtf
PSCT_FILE_OPEN 24/81/2817 12:23:51 PM |GD7F43BE | DESKTOP-U4UIFHB\Claire |2C969AD rundl132.exe 2288288816180 WsershClaire\Desktop\Testing Folder 3
PSCT_DIRMODE_REMAME | 24/81/2817 12:23:51 PM |6D7F43BE | DESKTOP-U4UIFHB\Claire |2C969AD rundll32.exe FFFFFFFFFFFFFFFF | WUsers\Claire\DesktophTesting Folder 3\Mew Rich Text Document.rtf
PSCT_FILE_CLOSE 24/81/2817 12:23:51 P |6D7F43BE | DESKTOP-U4UIFHB\Claire |2C969AD rundll32.exe 4322220008280 WUsershClaire\Desktop\Testing Folder 3%\New Rich Text Document.rtf
PSCT_FILE_READ 24/81/2817 12:23:51 P |6D7F43BE | DESKTOP-U4UIFHB\Claire |2C969AD rundll32.exe 4322220208280 WUsershClaire\Desktop\Testing Felder 3%WNew Rich Text Document.rtf
PSCT_FILE_WRITE 24/@1/2817 12:28:51 PM |6D7F43BE |DESKTOP-U4UJIFHB\Claire |2C969AD rundllz2.exe 482828808028C WsershClaire\Desktop\Testing Folder 3%WNew Rich Text Document.rtf
PSCT_FILE_WRITE 24/@1/2817 12:28:51 PM |6D7F43BE |DESKTOP-U4UJIFHB\Claire |2C969AD rundllz2.exe 482828808028C WsershClaire\Desktop\Testing Folder 3%WNew Rich Text Document.rtf
PSCT_FILE_WRITE 24/@1/2817 12:28:51 PM |6D7F43BE |DESKTOP-U4UJIFHB\Claire |2C969AD rundllz2.exe 482828808028C WsershClaire\Desktop\Testing Folder 3%WNew Rich Text Document.rtf
PSCT_FILE_WRITE 24/e1/2817 12:28:51 PM |6D7F43BE |DESKTOP-U4UJFHB\Claire |2C9:69AD rundllzz.exe 482028028028C WUsershClaire\Desktop\Testing Folder 3%WMew Rich Text Document.rtf
PSCT_FILE_CLOSE 24/e1/2817 12:28:51 PM |6D7F43BE |DESKTOP-U4UJFHB\Claire |2C9:69AD rundllzz.exe 482028028028C WUsershClaire\Desktop\Testing Folder 3%WMew Rich Text Document.rtf
PSCT_FILE_OPEN 24/81/2817 12:28:51 P¥ | 6D7F43BE DESKTOP-U4UIFHB\Claire |2C969AD rundllzz.exe 4ggggdea254a87 WusershClaire\Desktop\Testing Folder 3%_1-INSTRUCTION.html
PSCT_FILE_WRITE 24/81/2817 12:28:51 P¥ | 6D7F43BE DESKTOP-U4UIFHB\Claire |2C969AD rundllzz.exe 4ggggdea254a87 WusershClaire\Desktop\Testing Folder 3%_1-INSTRUCTION.html
PSCT_FILE_CLOSE 24/81/2817 12:28:51 P¥ | 6D7F43BE DESKTOP-U4UIFHB\Claire |2C969AD rundllzz.exe 4ggggdea254a87 WusershClaire\Desktop\Testing Folder 3%_1-INSTRUCTION.html
PSCT_FILE_OPEN 24/81/2817 12:28:51 P¥ | GD7F43BE DESKTOP-U4UIFHB\Claire |2C969AD rundll3z.exe ShegdeaaalEsa3 WusershClaire\Desktop\-ag59kusasely. js
PSCT_FILE_CLOSE 24/81/2817 12:28:51 P¥ | GD7F43BE DESKTOP-U4UIFHB\Claire |2C969AD rundll3z.exe ShegdeaaalEsa3 WusershClaire\Desktop\-ag59kusasely. js
PCSrT FTIF NPFN 247/@1 779817 129861 PW | ENTEAIRF NECEFTAP_IANMFURVFTadra WrGRGan rind1127 awva CRAAAAKAAIFGD 2 Wilzapcsvrlairaineclktant caocolncaamiw Ge
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~=§»  CHOOSE YOUR VISUALISATION

LOCKY ANALYSIS PROCESSES

FILE ACTIVITY & DEPENDENCY MOCK
DEPENDENCY DATA

Jeffery Garae, Ryan K. L. Ko, and Sivadon Chaisiri, “UVisP: User-centric Visualization of Data Provenance with Gestalt Principles”, in Proceedings ofthe 15th IEEE TrustCom -16,Tianjin, China, 23-26 August, |IEEE
Computer Society, IEEE, 2016.
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Why Is This Important?

New early-warning detection technologies = Proactive

Based on data provenance

E.g. “Rate-Limiting” File Access

Limiting number of files a process/application can access at any giventime
Useful in detecting and limiting damage done by “Crypt Locker” type malware (e.g. Locky)

Progger detects multiple file accesses by new/unknown process
Rate-limiting applied based on heuristics using application installation/process creation date

CRICOS code 00025B



THE UNIVERSITY
OF QUEENSLAND

AUSTRALIA

Overcoming the Lack of Datasets

“... we have only collected data for malicious insiders. \We have not been able to collect similar
data for ‘good quys.’ ... but unfortunately no one has come up with a good way to collect the
comprehensive types of data we have without violating employee privacy.”

» M. Cappelli et. al. (2012) The CERT Guide to Insider Threats.

NZ Cyber Security Challenge

* NZ Cyber Security Challenge 2015 (50 GB — 2+2 hours — 150 participants)
* NZ Cyber Security Challenge 2016 (24 GB — 2+2 hours; more focused)

* NZ Cyber Security Challenge 2017 (~20+GB)

* NZ Cyber Security Challenge 2018 (~20+GB)

Real-life cloud provider: LayerX (hosts prominent NZ sites, e.g. realestate.co.nz)

Current work:
UQ’s CRP Funding by Data61 - Massive Datasets for Cyber Security Research
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Provenance Research Opportunities and Challenges

Capturing

What to capture, where to capture

Standardising the ‘layers’ of abstraction in the full provenance stack —
Layers expose the gaps we still needto address..

Describing and formalizing provenance as an algebra

Storing

How do we store and where do we store (kernel?)

How do we handle distributed environments such as the cloud?

Integrity of provenance metadata (e.g. evidentiary requirements for justice)

Access and Analytics

Visualizing provenance

Fusion of provenance data

Inferring user behaviour from provenance - Behavioral biometrics

Using provenance for prevention and disruption/revocation - Proactive security
Automating for data governance
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Full Provenance Stack: Five Layers for Complete and
Meaningful Provenance (2017)

Layer 5 Attribution Layer

Layer 4 Application Layer

Layer 3 Provenance Link Layer

Layer 2 Operating System Layer
Ref: Ko R.K.L., Phua T.W. (2017) The Full Provenance Stack: Five Layers for

. Complete and Meaningful Provenance. In: Wang G., Atiquzzaman M., Yan Z.,

Layar 1 F'hySIGaI Layﬂr Choo KK. (eds) Security, Privacy, and Anonymity in Computation,
Communication, and Storage. SpaCCS 2017. Lecture Notes in Computer
Science, vol 10658. Springer, Cham.
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Using the provenance stack — extracting ransomware
requirements

Applicatior
Layer 5: Attribution Detecting criminal sequences (e.g.fraud)

Attribution Layer Ransomware Intent

o Detecting softwarekeyloggers
Layer 4: Application D ? i | y1ogd
etecting malware Application Layer Cryptographic Libraries Spreadsheets
. Detecting unauthorized access Provenance Link Layer file extensions & file extensions & | | file extensions & file extensions &
Layer 3: Provenancelink

Detecting datamanipulation
Detecting ransomware attacks

contents updated contents updated contents updated contents updated

syscall syscall syscall syscall | | syscall syscall syscall syscall

Operating System Layer wrt. wrt. wrt. wrt. wrt. wrt. wrt. wrt.
updates | |updates | |updates | |updates | |updates | |updates | |updates | (updates
Layer 2: Operating Detecting row hammer attacks nininininininininininininininie
System Detecting privilege escalation erysical Laver | 2| E1 (] |E| (2] €] | 2| (E]1E][E]|E] L] E]1E] |8
Detecting BIOS rootkits
Layer 1: Physical Detecting hardware intrusion Ransomware 5-Layered Data Provenance
Detecting hardware keyloggers Encapsulation Example

Ref: Ko RK.L., Phua T.W. (2017) The Full Provenance Stack: Five Layers for Complete and Meaningful
Provenance. In: Wang G., Atiguzzaman M., Yan Z., Choo KK. (eds) Security, Privacy, and Anonymity in

Computation, Communication, and Storage. SpaCCS 2017. Lecture Notes in Computer Science, vol
10658. Springer, Cham.
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Using the provenance stack:
Understanding gaps and where current provenance solutions are

Layer5 :- --------- E :' """"" E :- --------- " .
L myGrid — Chimera — ESSW m”
— —

Layer 4 S S S S S m
_ Gapl 2
Layer3 . o-ooooo-- B it B et B i A it I it A it '
—' PASS «—' Flogger ;S2Logger; Progger : Lin:gge E—éTrustCIoudﬁ FiPS :
layer2 | ... i i i i i

Fig. 6. How does existing systems fit?

Ref: Ko RK.L., Phua T.W. (2017) The Full Provenance Stack: Five Layers for Complete and Meaningful
Provenance. In: Wang G., Atiguzzaman M., Yan Z., Choo KK. (eds) Security, Privacy, and Anonymity in

Computation, Communication, and Storage. SpaCCS 2017. Lecture Notes in Computer Science, vol
10658. Springer, Cham. CRICOS code 00025B
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Standardising the Provenance Stack:
ISO/IEC PWI 5181 - Data Provenance — Reference Model

ISO/IEC JTC 1/SC 27 WG 4
Editors: Ryan Ko, Brian Cole, Jan de Meer

Goal:

A clearly-defined universal reference model to

» Improve attribution and

* Promote the development and proliferation of protocols and standards

With an increasingly borderless, global environment (e.g. cloud, IoT, devices, supply chains, blockchains,
etc.) for data transfer, storage and communications, there is a need to standardize the way provenance is
described and classified.

ol
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Recap: Provenance Research Opportunities and Challenges

Capturing

« What to capture, where to capture

« Describing and formalizing provenance as an algebra

« Standardising the ‘layers’ of abstraction in the full provenance stack

Storing

 How do we store and where do we store (kernel?)

« How do we handle distributed environments such as the cloud?

» Integrity of provenance metadata (e.g. evidentiary requirements for justice)

Access and Analytics

* Visualizing provenance

« Fusion of provenance data

« Inferring user behaviour from provenance (e.g. user actions; Behavioral biometrics)
« Using provenance for prevention and disruption/revocation (e.g. Proactive security)
« Automating compliance for data governance
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Related Provenance Publications For Seminar (1/3)

Jeffery Garae, Ryan K. L. Ko, and Sivadon Chaisiri, “UVisP: User-centric Visualization of Data Provenance with Gestalt Principles”,in
1st International Workshop on Security and Privacy in Advanced Persistent Threat, in Proceedings of the 15th IEEE International
Conference on Trust, Security and Privacy in Computing and Communications (IEEE TrustCom-16), Tianjin, China, 23-26 August, IEEE
Computer Society, IEEE, 2016.

Ryan K. L. Ko, Giovanni Russello, Richard Nelson, Shaoning Pang, Aloysius Cheang, Gill Dobbie, Abdolhossein Sarrafzadeh, Sivadon
Chaisiri, Muhammad Rizwan Asghar, and Geoffrey Holmes, “STRATUS: Towards Returning Data Control to Cloud Users”, 6th
International Workshop on Trust, Security and Privacy for Big Data (TrustData 2015), held in conjunction with 15th International Conference
on Algorithms and Architectures for Parallel Processing (ICA3PP 2015), Zhangjiajie, China, Springer, November 18-20, 2015

Mohammad Bany Taha, Sivadon Chaisiri, Ryan K. L. Ko, “Trusted Tamper-Evident Data Provenance” 2015 IEEE International
Symposium on Recent Advances of Trust, Security and Privacy in Computing and Communications (RATSP 2015), held in conjunctionwith
14th IEEE International Conference on Trust, Security and Privacy in Computing and Communications (IEEE TrustCom-15), Helsinki,
Finland, 20-22 August, 2015.

Xin Li, Chaitanya Joshi, Yu Shyang Tan, and Ryan K. L. Ko, “Inferring User Actions from Provenance Logs” 2015 IEEE International
Symposium on Recent Advances of Trust, Security and Privacy in Computing and Communications (RATSP 2015), held in conjunctionwith
14th IEEE International Conference on Trust, Security and Privacy in Computing and Communications (IEEE TrustCom-15), Helsinki,
Finland, 20-22 August, 2015.

Ryan K. L. Ko, Mark A. Will, “Progger: An Efficient, Tamper-Evident Kernel-Space Logger for Cloud Data Provenance Tracking,”,
IEEE Int'l Conference on Cloud Computing (IEEE CLOUD 2014), Alaska, USA, 2014.
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Related Provenance Publications For Seminar (2/3)

Y. S. Tan, Ryan K. L. Ko, GeoffHolmes, “Security and Data Accountability in Distributed Systems: AProvenance Survey’, 15th
|[EEE International Conference on High Performance Computing and Communications (HPCC 2013),Zhangjiajie, China, November
13-15,2013,pp.1-8, IEEE.

Chun Hui Suen, RyanK. L. Ko, Y. S. Tan, Peter Jagadpramana and B. S. Lee (2013)“S2Logger: End-to-End Data Tracking
Mechanismfor Cloud Data Provenance.” Proc 12th IEEE International Conference of Trust, Security and Privacy in Computing and
Communication (TrustCom ’13), Melbourne, Australia, 16-18 July 2013, pp. 594-602. IEEE.

Olive Qing Zhang, Ryan K L Ko, Markus Kirchberg, Chun Hui Suen, Peter Jagadpramana, Bu Sung Lee, “How to Track Your Data:
Rule-Based Data Provenance Tracing Algorithms”, 2012 International Symposium on Advances in Trusted and Secure Information
Systems (TSIS-2012), in conjunction with 11th IEEE International Conference on Trust, Security and Privacy in Computing and
Communications (TrustCom 2012), 25-27 June 2012, Liverpool, pp.1429-1437.

Yu Shyang Tan, Ryan K L Ko, Peter Jagadpramana, Chun Hui Suen, Markus Kirchberg, TeckHooi Lim, Bu Sung Lee, Anurag Singla,
Ken Mermoud, Doron Keller, Ha Duc, “Tracking of DataLeaving the Cloud”, 11th IEEE International Conference on Trust, Security
and Privacy in Computing and Communications (TrustCom 2012), 25-27 June 2012, Liverpool, UK, pp. 137-144.

Nick Papanikolaou, Siani Pearson, Marco CassasaMont, Ryan K L Ko, “Automating Compliance For Cloud Computing
Services”, Security Governance and SLAs in Cloud Computing— CloudSecGov 2012, in conjunction with 2nd International
Conference on Cloud Computing and Services Science (CLOSER 2012),19 April2012, Porto, Portugal, pp. 631-637.
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Related Provenance Publications For Seminar (3/3)

Ryan K. L. Ko, Peter Jagadpramana, Bu Sung Lee, "Flogger: AFile-centric Logger for Monitoring File Access and Transfers
within Cloud Computing Environments”, 3rd IEEE International Workshop on Security in e-Science and e-Research (ISSR 2011),
in conjunction with IEEE TrustCom, 16-18 November 2011, Changsha, China.

Olive Qing Zhang, Markus Kirchberg, Ryan K. L. Ko, Bu Sung Lee, "How To Track Your Data: The Casefor Cloud Computing
Provenance”, 3rd IEEE International Conference on Cloud Computing Technology and Science (IEEE CloudCom2011),29 Nov -1
Dec 2011, Athens, Greece, pp. 446-453.

Ryan K. L. Ko, Markus Kirchberg, Bu Sung Lee,’From System-Centric Logging to Data-Centric Logging—Accountability, Trust
and Security in Cloud Computing”, Defence, Science and Research Conference 2011 — Symposium on Cyber Terrorism, IEEE
Computer Society, 3-4 August 2011, Singapore, pp. 1-4.

Ryan K. L. Ko, Bu Sung Lee, Siani Pearson, "Towards Achieving Accountability, Auditability and Trustin Cloud Computing”,
International Workshop on Cloud Computing- Architecture, Algorithms and Applications (Cloudcomp 2011), Springer Verlag, 22-24
July 2011, Kochi, India, pp. 5-18.

Ryan K. L. Ko, Peter Jagadpramana, Miranda Mowbray, Siani Pearson, Markus Kirchberg, Qianhui Liang, Bu Sung Lee, "TrustCloud
— A Framework for Accountability and Trustin Cloud Computing”, IEEE 2nd Cloud Forum for Practitioners (IEEE ICFP 2011),
IEEE Computer Society, 7-8 July 2011, Washington DC, USA, pp. 1-5.

(Best Paper Award) Markus Kirchberg, Ryan K. L. Ko, Bu Sung Lee,’From Linked Datato Relevant Data— Timeis the
Essence”, 1stInternational Workshop on Usage Analysis and the Web of Data (USEWOD 2011), in conjunction with the 20th Int’l
World Wide Web Conference (WWW 2011), India, March 28 2011.
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