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Rolls-Royce Swarm Robot Concept
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Rolls-Royce Personal EVTOL Concept
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Technical Trends Higher Performance Systems

Across the
Sectors
Hyperconnectivity Tec h N ica l
Cyber
“Why are you RiSk

connecting that to
the internet!?”

Big Data
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Cultural Cyber
Risk
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Cultural Cyber
Risk

“If the hackers will get in no matter what we
do what’s the point?”

“Isn’t this covered by IT / Safety?”

“This seems expensivel”
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Safety Outputs Security
P(failure) = (0.0001)2 T Likelihood of attack?

Uncertainty: High! What Vulnerability Report
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Patching safety critical systems
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Patching safety critical systems
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Motivators for

product cyber
security
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A Brief Introduction to Civil Aerospace Legislation
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NPA 2019-01

NPA 2019-07
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ED202A / DO-326A - Airworthiness

Security Process Specification

ED203A / DO-356A - Airworthiness
Security Methods and
Considerations

ED204A / DO-355A - Information

Security Guidance for Continuing
Airworthiness

Civil Aerospace Guidance



Define Mitigations as
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Functional Requirements

Cyber Risk

Management for
Engineering

Systems Engineering Process
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FIGURE 3-2: SECURITY RISK ASSESSMENT
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loT Coffee Maker
Temperature Sensor

Control Software

Failure Condition: Sensor shall detect overheat and

Fire due to water boiling dry software will protect the system
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Threat scenario: Attacker changes calibration
loT Coffee Maker data for sensor to cause fire

Kettle Firmware

Firewall M)

Kettle Update
Service
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loT Coffee Maker
1. Estimate Likelihood of attack launch

2. Estimate Likelihood of attack success

3. Estimate effectiveness of firewall as a
control

4. Estimate effectiveness of update
service as a control

5. Estimate overall effectiveness of
controls and compare to risk
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Conclusions

* Organisations are motivated to manage cyber
risk and are doing so

* The legislative, risk, and technology
landscapes are fast-moving

* The lifetimes of the products are very long

* The security process requires a lot of
engineering judgement
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