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Why	Usable	Security	is	Not	Usability	

• People	rarely	want	to	perform	security	tasks	
• People	oFen	want	to	subvert,	minimize,	or	ignore	security	
• People	need	to	trust	their	machines,	achieving	suspicion	is	not	a	
goal	



Usable	Transparent	Design	

• Make	the	connecNon	between	acNon	and	consequence	clear	
• Risk	is	inherently	probabilisNc	
•  There	may	be	no	consequence	
•  Consequence	is	very	likely	to	be	delayed	
•  Consequence	may	prove	catastrophic	
•  AcNon-risk-consequence	informaNon	may	be	overwhelming	



Opaque	Stops	AcNons	



Opaque	Stops	AcNons	



Opaque	

•  Security	as	a	default	
• Require	explicit	confirmaNon	
• May	be	disabling	
•  So	individuals	disable	it	



Beyond Usability


• CompuNng	will	not	be	scary	so	miNgaNon	has	to	be	very	easy	

• Risk	informaNon	may	be	unpleasant	
• So	show	risk	avoidance	

• Visible	user-acNon-system-consequence	may	be	overwhelming	or	context-
dependent	

• Be	Nmely,	careful,	targeted,		&	personalized	



Security Behavior is Risk Behavior




Decades of Consistent Security Training


	Somehow	there	is	sNll	a	problem	



Let Me Explain This To the User




Design for Humans Requires Designing for 
Humans


	
Smoking	is	a	factor	which	contributes	to	lung	cancer.	Most	cancers	that	start	in	lung,	known	as	
primary	lung	cancers,	are	carcinomas	that	derive	from	epithelial	cells.	Depending	on	the	type	of	
tumor,	so-called	paraneoplasNc	phenomena	may	iniNally	aVract	aVenNon	to	the	disease.	In	lung	
cancer,	these	phenomena	may	include	Lambert-Eaton	myasthenic	syndrome	(muscle	weakness	
due	to	auto-anNbodies),	hypercalcemia,	or	syndrome	of	inappropriate	anNdiureNc	hormone	
(SIADH).	Tumors	in	the	top	(apex)	of	the	lung,	known	as	Pancoast	tumors,	may	invade	the	local	
part	of	the	sympatheNc	nervous	system,	leading	to	changed	sweaNng	paVerns	and	eye	muscle	
problems	(a	combinaNon	known	as	Horner's	syndrome)	as	well	as	muscle	weakness	in	the	hands	
due	to	invasion	of	the	brachial	plexus.	



Design for Humans Requires Designing for 
Humans




Security is Risk


• All we have to do is get the numbers right 
•  All we have to do is tell them the numbers 
• All we have to do is explain what the numbers mean 
• All we have to do is show them that they’ve accepted/ rejected 

similar risks  in the past 
•  All we have to do is show them that it’s a good deal for them 
• All we have to do is treat them nice 
•  All we have to do is make them partners  
• All of  the above  

	
	

Risk	Percep+on	and	Communica+on	Unplugged:	Twenty	Years	of	Process	
1995	

Baruch	Fischhoff		
	

	



Goal of Risk Communica2on


•  To	change	behavior	
•  All	we	have	to	do	is	show	them	that	they’ve	accepted/	rejected	similar	risks		in	the	past	
•  All	we	have	to	do	is	show	them	that	it’s	a	good	deal	for	them	

• Create	a	partnership	
•  The	right	hat	for	the	right	context	



Individual Risk Decision

• A	specific	person	making	a	potenNally	irraNonal	risk	decision	
•  Using	local	client	records	of	that	individual	
•  Using	risk	perspecNves	from	other	domains	
•  Depending	on	their	mental	models	for	decision	guidance	

•  Solve	the	problem	of	the	homophilus	individual	as	well	as	the	
problem	of	the	heterogeneous	network	



Learn From Other Domains


•  Seat	belts	must	be	worn	
• CommunicaNon	must	be	+mely	



Available


•  Free	condoms	vs.	educaNon	
•  SoluNons	must	be	available	and	usable.	



Ambient acceptable Levels of Risk 


• AnN	lock	breaks	increase		risk-taking	behavior,		
• Respect	their	risk	thermostat	



Goals


•  	How	do	you	privacy	risks	in	a	way	that	communicates	the	
risks	and	opNons?	
•  	Risk	CommunicaNon	
•  Ambient	Risk	CommunicaNon	
•  AcNon-based	Risk	CommunicaNon	



Specific User


•  Individual	characterisNcs	
•  ExperNse	
•  Demographics	

• Risk	percepNon	
•  Privacy	percepNon	

•  Internet	users	Privacy	InformaNon	
Concerns	(IUPIC)	

•  PraV-Arrow	
•  Balloon	

Look	for	archetypes	and	categories	
Appropriate	mental	models	for	appropriate	risk	communicaNon	



What Is This Phishing Thing?


• Most	popular:	I	don’t	know	
•  Second	most	popular:	related	
•  Spam,	hacking	

•  Third	most	popular	
•  Fraud,	fake	website,	vishing	

•  Fourth	
•  Privacy	violaNons,	tracking	



Cer2fied What?


• Most	popular:	I	don’t	know	
•  Second	most	popular:	Significant	over-confidence	
•  JurisdicNon,	privacy	policy,	security	competence	of	site	

•  Third	most	popular	
•  EncrypNon-related	

•  Fourth	most	popular	
•  Limited	idenNficaNon	of	site	

• Not	menNoned	
•  Domain	name	or	idenNty	theF	



We Need BePer People


Not. 




BePer Mental Models




Visual Risk Communica2on


 
 
	
	
	
 

Based	on	the	concept	of	a	risk	thermostat	



Visual Risk Communica2on


 
 
	
	
	
 

 
 
	
	
	
 

Disable	unknown	scripts	
Ad	blocking	(ads	with	scripNng	or	from	unknown	sources)	
No	tracking	
Cull	trusted	roots	
Browse	privately		
Cookies	only	for	a	session	
Receive	acNon-based	warnings	
	
	



Visual Risk Communica2on


 
 
	
	
	
 

 
 
	
	
	
 

No	ads	
No	tracking	
Some	sites	will	not	work	
	
Why	is	my	widget	not	working?	Why	can’t	I	read	comments?	
This	becomes	a	maVer	of	transparency	so	the	cost	is	visible	
	



Security as Spa2al Boundaries

TheF,	exfiltraNon,		
Web	defacement		

	Locks,		Key	
Web	addresses	

Don’t	invite	anyone	in	(download)	
		
	



Spa2al Boundary Viola2on as a Risk

	

•  Voluntary	(exposure	can	be	managed)	
•  Immediate	(harm	delay)	
•  Understood	by	experts	
•  Controllable	(miNgaNon	Not	new	
•  Not	dreadful	
•  Individuals	
• May	be	severe	
•  aFer	exposure)	

 

	

 



Personal Safety in Security Literature 


Avoid	bad	sites,	stay	safe	places	
		
	

Zombie	
Slave	
AVacks	
		
	



Security As Personal Safety

	

•  Not	voluntary		
•  Immediate	(harm	delay)	
•  Understood	by	experts	
•  Not	controllable	
•  Newness	
•  Not	dreadful	(ubiquitous)	
•  Individual	
•  May	be		severe	

	

 



Medical or Health in Security Literature 


Computer	hygiene	

Viruses,	bugs,	worms	
	InfecNous	code	

Computer	hygiene	



Medical or Health Risks

	

•  Voluntary	(exposure	can	be	managed)	
•  Not	Immediate	(harm	delay)	
•  Understood	by	experts	
•  Understood	by	exposed	
•  Not	Controllable	(miNgaNon	Not	new	
•  Not	dreadful,	not	new	
•  Individuals	
• May	be	severe	
	

 



Miscreants in Security Literature 


Vandals	
Hackers	

Defacement	

Annoyance,	clean	up	when	something	happens			
		
	



Miscreants as a Risk  
	

•  Not	voluntary		
•  Immediate	(harm	delay)	
•  Understood	by	experts	
•  Understood	by	exposed	
•  Not	controllable	
•  Not	dreadful	(ubiquitous)	
•  Individual	
•  Not	severe	



Instrumented as an Extension




Viewed as a Toolbar




Changed Behaviour




Control Legi2mate & Not Spoofed




Low Risk: Legi2mate and Phished




Goals


•  	How	do	you	describe	privacy	risks	in	a	way	that	
communicates	the	risks	and	opNons?	
•  	Risk	CommunicaNon	
•  Ambient	Risk	CommunicaNon	
•  AcNon-based	Risk	CommunicaNon	
•  CreaNng	a	password	
•  Downloading	an	app	



Informa2on Asymmetry


•  Developers	
•  Consumers	

	



Security as a Gain: Prospect Theory


• Certain	gains	are	preferred	over	probability	of	loss	
• People	make	decision	based	on	gains	and	losses	of	the	choice	and	not	
based	on	the	final	outcome	
• Right	now,	all	people	see	is	gain	



To Understand


•  Security	as	gain	
• Permissions	as	gain		
• Permissions	as	losses	



Human Decision-Making


• Developers	of	apps	
• Marketplaces	
• Buyers	of	apps	

Camp,	2017,	Economics	of	Security	



Android Risks & Benefits


Android	5.0	Control	

Camp,	2017,	Economics	of	Security	



What is a Over Privileged?


• Only	costs	
• No	benefits	
• No	data	use	

Camp,	2017,	Economics	of	Security	



Permission Types


• Normal	
•  Defined	as	being	harmless	

• Dangerous	
•  Spending	money	

•  Signature/Systems	
•  Only	to	apps	signed	with	device	manufacturers	permission	



Permissions Demys2fied


• Android	permissions	inadequate	to	map	to	funcNonality	for	
developers	
• Over	privileging	
•  Over	one	third	are	over-privileged	



Visual Cues: Risks and Benefits


• At	actual	decision	point	
• Not	aFer	download	decision	

	

Smiley	Vs	Frown	 Healthy	Vs	Unhealthy	



Android Risks & Benefits


Also	locks,	stars,	and	
eyeballs	



MTurk




Expressed Preferences




Revealed Preferences




+	Decision Time

Regulatory Fric2on




+	
Results: Primed and Not Primed




Mean Privacy Ra2ng 

Higher is More Privacy




The Cue MaPers


•  Eyes	&	EmoNcons	
•  First	and	second	choices	there	is	evidence		

•  More	eyes	was	worse	
•  Not	intuiNve	

•  More	frowns	is	worse	

•  Locks	
•  More	consistent	effect		
•  Stronger	effect	of	priming	on	first	and	second	
•  In	the	same	order	as	benefits	

•  More	locks	is	beVer	



Implica2ons


• Communicate	all	costs	of	applicaNons	to	users	in	intuiNve	manner	
•  In	a	way	that	respects	cogniNve	misers	
•  Improve	comprehension	of	permissions			
•  Towards	a	funcNoning	market	
•  The	kind	of	cue	maVers	



Simple Locks




Tested in Fake Store on Phones, Real Apps




Same Privacy, Same Func2on, Same Behavior


•  Same	privacy		
•  Equivalent	distribuNon	
•  Same	behavior	



Same Func2onality, Different Privacy


• Different	behavior	
• Different	distribuNon	
	



Different Func2onal, Different Privacy


• Different	privacy		
• Different	distribuNon	
	



Very Different Func2onal, Privacy


• Different	privacy		
• Different	distribuNon	
•  Lessor	difference	than	with		

• Weather	
•  Photos	

	



Closing


• Use	appropriate	mental	models	
•  Systems	designed	for	the	people	using	them	
•  Not	only	the	people	building	them	

• Risk	communicaNon		
• Changes	risk	behavior	

• Changes	network	security	



Ques2ons?



