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¨ our model for private location-based queries
¨ our solutions for private location-based queries
¨ security and performance analysis
¨ conclusions 
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Privacy issues with LBS
¨ user privacy  (location privacy)

- location information collected from mobile users
can reveal far more than just a user’s latitude
and longitude. Knowing where a mobile user is
can mean knowing what he is doing

- private location
¨ server privacy (data privacy)
- server provides LBS for business purpose    
- payment per query, one record per query   



Existing solutions
¨ mix zone (Beresford and Stajano, IEEE Pervasive 

Computing 2003)



Cont. 
¨ k-anonymity (Mokbel et al., VLDB 2006 / Bamba

et al., WWW 2008)



Cont. 
¨ “dummy” locations  (Kido et al., ICPS 2005 / 

Shankar et al., UBICOMP 2009)
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Cont.
¨ private information retrieval (PIR) (Ghinita et 

al., WWW 2007 and SIGMOD 2008 / Yi et al. 
ICDE 2012 and IEEE TKDE)



Problems
¨ mix zone and k-anonymity require the
middleware that maintains all user locations

¨ k-anonymity is not suitable for location privacy
protections, where the notion of distance
between locations is important

¨ “dummy” locations require the mobile user
randomly to choose and send a set of fake
locations to the LBS and to receive the false
reports from the LBS



Two Problems
¨ k nearest neighbor queries
¨ type of point-of-interest



1) Query Generation
(Q,s)=QG(CR,n,m,(i, j),t)

2) Response Generation
R=RG(Q,D)

3) Response Retrieval 
kNN=RR(R,s)
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Query generation [solution 1]                          
(without server privacy) (Paillier) 



Public key cryptosystem

Key Generation à (pk,sk)
pk: encryption key
sk: decryption key

pk

C=E(m,pk)
m=D(C,sk)



Response generation [solution 1] 

Paillier cryptosystem has  two homomorphic properties:
E(m1)E(m2)=E(m1+m2), E(m1)m2=E(m1m2)



Location-based database 
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2 First Author, Second Author

d2i,j,1

· · ·
d2i,j,t

· · ·
d2i,j,m

di,j,1

· · ·
di,j,t

· · ·
di,j,m

cdi,j� : E(0)di,j = E(0), E(1)di,j = E(di,j)

E(di,1), · · · , E(di,j), · · · , E(di,n)

2

666666664

C1,1 C1,2 · · · C1,j · · · C1,n�1 C1,n

C2,1 C2,2 · · · C2,j · · · C2,n�1 C2,n

· · · · · · · · · · · · · · · · · · · · ·
Ci,1 Ci,2 · · · Ci,j · · · Ci,n�1 Ci,n

· · · · · · · · · · · · · · · · · · · · ·
Cn�1,1 Cn�1,2 · · · Cn�1,j · · · Cn�1,n�1 Cn�1,n

Cn,1 Cn,2 · · · Cn,j · · · Cn,n�1 Cn,n

3

777777775



Query generation [solution 2]                          
(with server privacy)



Response generation [solution 2] 



Location-based database (Rabin)
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Why Rabin public key encryption?
¨ It can prevents dishonor user from retrieving

more records

¨ Rabin public key encryption is the simplest
¨ Rabin and Paillier can share the same public key

and private key

2 First Author, Second Author

d2i,j,1
· · ·
d2i,j,t
· · ·
d2i,j,m

di,j,1
· · ·
di,j,t
· · ·
di,j,m

c
d2i,j
� : E(0)d

2
i,j = E(0), E(1)d

2
i,j = E(d2i,j)

E(di,1), · · · , E(di,j), · · · , E(di,n)

c1 = E(1), ci = E(1), ck = E(0), d1,j + di,j

c1 = E(1), ci = E(1), ck = E(0), d21,j + d2i,j

E(r1), · · · , E(C2
i,j), · · · , E(rn)

2

666666664

C1,1 C1,2 · · · C1,j · · · C1,n�1 C1,n

C2,1 C2,2 · · · C2,j · · · C2,n�1 C2,n

· · · · · · · · · · · · · · · · · · · · ·
Ci,1 Ci,2 · · · Ci,j · · · Ci,n�1 Ci,n

· · · · · · · · · · · · · · · · · · · · ·
Cn�1,1 Cn�1,2 · · · Cn�1,j · · · Cn�1,n�1 Cn�1,n

Cn,1 Cn,2 · · · Cn,j · · · Cn,n�1 Cn,n

3

777777775



Response retrieval [solution 2] 

2 First Author, Second Author

d2i,j,1
· · ·
d2i,j,t
· · ·
d2i,j,m

di,j,1
· · ·
di,j,t
· · ·
di,j,m

c
d2i,j
� : E(0)d

2
i,j = E(0), E(1)d

2
i,j = E(d2i,j)

E(di,1), · · · , E(di,j), · · · , E(di,n)

c1 = E(1), ci = E(1), d1,1+di,1, d1,2+di,2, · · · , d1,n+di,n

c1 = E(1), ci = E(1), d21,1+d2i,1, d
2
1,2+d2i,2, · · · , d21,n+d2i,n

E(r1), · · · , E(d2i,j), · · · , E(rn)

2

666666664

C1,1 C1,2 · · · C1,j · · · C1,n�1 C1,n

C2,1 C2,2 · · · C2,j · · · C2,n�1 C2,n

· · · · · · · · · · · · · · · · · · · · ·
Ci,1 Ci,2 · · · Ci,j · · · Ci,n�1 Ci,n

· · · · · · · · · · · · · · · · · · · · ·
Cn�1,1 Cn�1,2 · · · Cn�1,j · · · Cn�1,n�1 Cn�1,n

Cn,1 Cn,2 · · · Cn,j · · · Cn,n�1 Cn,n

3

777777775



Query generation [solution 3]
(based on POI type)

Paillier 1: t

Paillier 2: (i,j)

ciphertext space 
Í

plaintext space



Response generation [solution 3] 



Location-based database (POI)
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Response retrieval [solution 3] 
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Security analysis
Theorems: If the Paillier cryptosystem is
semantically secure, then our kNN query
protocol without data privacy / with data
privacy / based on POI type has location
privacy.



2)   bÎ{1,2}
(Qb,s)=QG(CR,n,m,(ib, jb, tb))

1) given CR, n,m, 
choose (i1,j1,t1), 
(i2,j2,t2)

4) b=b’?

Qb

b’

Mobile User 3) guess b’

LBS Provider
(adversary A)

Location privacy definition

CR, n,m, (i1,j1,t1), (i2,j2,t2)

AdvA(k)=|Prob(b’=b)-1/2|



Performance analysis



Conclusion
¨ location privacy issues
¨ survey on existing solutions
¨ three private kNN query protocols
¨ security analysis has shown that all of our
protocols have location privacy

¨ performance has shown that our protocols are
more efficient than previous PIR-based LBS
query protocols. Experiment evaluation has
shown that our protocols are practical

¨ our future work is to solve more complicated
location-based queries




