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We offer three kinds of service:

GOOD - CHEAP-FAST

You can pick any two

GOOD service CHEAP won’t be FAST
GOOD service FAST won’t be CHEAP
FAST service CHEAP won’t be GOOD

UL
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We offer three kinds of service:

GOOD - CHEAP-FAST

You can pick any two

GOOD service CHEAP won’t be FAST
GOOD service FAST won't be CHEAP
FAST service CHEAP won’t be Cj?gb

-l

We offer:
VERIFIED and FAST
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We offer three kinds of service:

GOOD - CHEAP-FAST

You can pick any two

GOOD service CHEAP won’t be FAST
GOOD service FAST won’t be CHEAP
FAST service CHEAP won’'t be Cj_O“QD

We offer: We're adding:
VERIFIED and FAST and CHEAP
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We offer three kinds of service:

GOOD - CHEAP-FAST

You can pick any two

GOOD service CHEAP won’t be FAST
GOOD service FAST won’t be CHEAP
FAST service CHEAP won’'t be Cj_O“QD

We offer: We're adding:
VERIFIED and FAST and CHEAP

We need all 3 to get
DEPLOYED
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Making verified software a Remaining challenges to
reality mainstream
in real-world systems verified software
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Approach:
-> minimal & verified TCB
-> ecosystem: selL4&co

Deployment
-> projects
- community!
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Approach:
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mainstream
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cheaper = proofs for free

relevant = more features

scale -> proof engineering
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The Trustworthy Systems group is
a set of people with a mission

experts in provide the world with
formal methods, deployable,
operating systems, truly trustworthy
programming languages, software systems
security
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The Trustworthy Systems group is
a set of people with a mission

~

experts in provide the world with
formal methods, deployable,
operating systems, truly trustworthy
programming languages, software systems
security |

Key differentiator:

- combination of expertises
- combination of research and engineering
- critical mass

Key differentiator

- strength of mathematical proof, to highest standards
- high performance for real-world impact and deployment
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mﬂfied software a

reality
In real-world systems

Remaining challenges to

verified software

Approach:
- minimal & verified TCB cheaper
-> ecosystem: selL4&co relevant
Deployment scale
-> projects

- community!
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Componentized
architecture
careful design

hardware
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Our approach DATA | 0

Minimal TCB
(Trusted Computing Base)

Componentized

architecture
careful design
isolating trusted and

untrusted part of the
system

limited number of
frusted components

critical/trusted
uncritical/untrusted

hardware
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componentized architecture, with minimal TCB, Q -
on a trustworthy foundation

Minimal TCB
(Trusted Computing Base)

Componentized

architecture
careful design
isolating trusted and

untrusted part of the
system

limited number of
frusted components

Kernel-based system

enforcing
access control
and isolation

Rardware
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Our approach | DATA | @
componentized architecture, with minimal TCB, Q -
on a trustworthy foundation

- sel4 & family (CAmKES, etc)

Minimal TCB

Componentized - (Trusted Computing Base)
architecture

Rardware
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Security. Performance. Proof.

Small,
fast,
capability-based,

operating system kernel
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hardware
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Security. Performance. Proof.
Small,
fast,
capability-based, " Code that runs in privileged mode of |
. the hardware
operatlng system kernel =» ‘
L Most critical part )
=
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Unprivileged mode é-
o
d A 4 Y.
<
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n
-

Privileged mode
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'~10,000 lines of C and ASM code

4

Small attack surface, < Small,
kMore amenable to full verificationj

Security. Performance. Proof.

fast,
capability-based, " Code that runs in privileged mode of |
. the hardware
operating system kernel =» ‘
L Most critical part )
(@ )
c
e
Unprivileged mode é-
o
d A 4 .
Q_ ~ )
?I, [ access control ]
Privileged mode LU) [ IPC }(Threads))

hardware

S— "
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[ access control ]

Privileged mode

\ /
" : )
~10,000 lines of C and ASM code
‘ Security. Performance. Proof.
Small attack surface, < Small,
More amenable to full verification |
fast
(Unprivileged code needs speciap ’
permission (capability) to access capabilitv-based e o ™
esources and communicate € P y : Code that runs in privileged mode of
. the hardware
: 2 operating system kernel -» I
Kernel can confine damage Most critical part
from attacks in unprivileged code ~ — \. P J
£
g
Unprivileged mode é-
o
. A A
<
-
Q
7]
.

[ IPC K Threadsl

' hardware
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'~10,000 lines of C and ASM code

-\
[ access control ]

‘ Security. Performance. Proof, 'World’s fastest (5—10 faster) operatin@
system designed for security/safety
Small attack surface, < Small,
More amenable to full verification |
fast »  Suitable for real-world deployment
"Unprivileged code needs special | ’ \- Ploy J
permission (capability) to access capabilitv-based g . N
esources and communicate € P y : Code that runs in privileged mode of
. the hardware
: 4 operating system kernel -» I
Kernel can confine damage Most critical part
from attacks in unprivileged code ~ — \. P J/
£
e
Unprivileged mode é-
o
° A A
<
-
Q
LU)

[ IPC }[ Threadsl

: hardware
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~10,000 lines of C and ASM code 4

Security, Performance. Proof, World’s fastegt (510 faster). operating
system designed for security/safety
Small attack surface, < Small,
More amenable to full verification
f > Suitable f l-world depl t
Unprivileged code needs special ast, Hitable Tor reai-worid deploymen
permission (capability) to access | Capability-based,
resources and communicate

Code that runs in privileged mode of
. the hardware
: 2 operating system kernel -» ']
Kernel can confine damage Most critical part
from attacks in unprivileged code P

void kernel_call ()

{

(>500 functions)
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What makes sel4 truly unique? 0 | @y

Security. Performance. Proof.

“World’s most verified kernel”
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What makes sel4 truly unique? 0 | @y

Security. Performance. Proof.

“World’s most verified kernel”

Mathematical proof that code is correct w.r.t. specification,

Mathematical proof that it enforces strong security properties,

Proved safe upper bounds on their worst-case execution times
" S
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What makes sel4 truly unique? 0T | €y

\ /
Security. Performance. Proof.
“World’s most verified kernel”
( A
Mathematical proof that code is correct w.r.t. specification,
Mathematical proof that it enforces strong security properties,
Proved safe upper bounds on their worst-case execution times
PP
. S
Wh . . ( )
at it means: Even stronger:
e all the possible behaviours of the binary conform to spec

( _ _ ) | * security policies are enforced
Execution of kernel always defined: \- /

. no null pointer de-reference CAssumptionS' A

: 28 ggggrir?\éi:ifg\]’vs o Correct assembly code

. no memoril leaks/out of kernel memory * Correct hardware behaviours

. . . o Correct hardware management (TLB and caches)

U no div by zero, no undefined behavior . Correct boot code

o no undefined execution . DMA off or trusted

. no infinite loops/recursion . Secure confiquration
q JAN g y
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Security. Performance. Proof.

“World’s most verified kernel”

Mathematical proof that code is correct w.r.t. specification,
Mathematical proof that it enforces strong security properties,

Proved safe upper bounds on their worst-case execution times
" S

Confidentiality Availability
Isabelle s l ' Isabelle

unambiguous, precise, complete ‘

Isabelle

exhaustive, machine-checked C Code Semantics

f 1 Isabelle/SMT/HOL4
V Using Isabelle theorem prover
Binary Code Semantics
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What makes sel4 truly unique? 0 | @y

Security. Performance. Proof.

“World’s most verified kernel”
( )
Mathematical proof that code is correct w.r.t. specification, =

Mathematical proof that it enforces strong security properties, —
S

.

Proved safe upper bounds on their worst-case execution times
£ ¥

Isabelle
Mathematical models Specification

iality
Isabelle “
unambiguous, precise, complete
‘ Isabelle
C Code Semantics

1 Isabelle/SMT/HOL4

l Mathematical proofs

exhaustive, machine-checked

\"’@ Using Isabelle theorem prover

14

Binary Code Semantics
N 7
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Security. Performance. Proof.

“World’s most verified kernel”

Mathematical proof that code is correct w.r.t. specification,

Mathematical proof that it enforces strong security properties,

Proved safe upper bounds on their worst-case execution times
" S

Confidentiality Availability

Isabelle s l ' Isabelle
Specification 2009

l Isabelle /

C Code Semantics

1 Isabelle/SMT/HOL4

Binary Code Semantics
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What makes sel4 truly unique? 0 | @y

Security. Performance. Proof.

“World’s most verified kernel”

Mathematical proof that code is correct w.r.t. specification,

Mathematical proof that it enforces strong security properties,

Proved safe upper bounds on their worst-case execution times
" S

Confidentiality Availability

Isabelle s l ' Isabelle
Specification 2009

l Isabelle /

C Code Semantics

1 Isabelle/SMT/HOL4

Binary Code Semantics
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Security. Performance. Proof.

“World’s most verified kernel”

Mathematical proof that code is correct w.r.t. specification,

Mathematical proof that it enforces strong security properties,

2012 Proved safe upper bounds on their worst-case execution times
\

— Contery || ooy

Isabelle s l ' Isabelle
Specification 2009

l Isabelle /

C Code Semantics

W

1 Isabelle/SMT/HOL4

Binary Code Semantics
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Security. Performance. Proof.

“World’s most verified kernel”

Mathematical proof that code is correct w.r.t. specification,

Mathematical proof that it enforces strong security properties,

2012 Proved safe upper bounds on their worst-case execution times
\

— Contery || ooy

Isabelle s l ' Isabelle
Specification 2009

l Isabelle /
2013 C Code Semantics

1 Isabelle/SMT/HOL4

W

Binary Code Semantics
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I Security. Performance. Proof.

Key: proved isolation
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Building systems DATA | %

c Security. Performance. Proof.

Key: proved isolation
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Building systems - component platform w6
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[: R
—f ——
TCB CSpace CSpace TCB
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Building systems - component platform w6
CAmMKES .~

f
O components

O +

C L code
—f ——

TCB CSpace CSpace TCB
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Building systems - component platform w6
CAmMKES .~

f
O components

© +
L code
—
TCB / CSpace TCB
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Building systems - component platform w6
CAmMKES .~

components
+ code

0

TCB

TCB CSpace
| glue code + proof
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Building systems - component platform w6
CAmMKES .~

O =

L

initialised system + proof

sel4 & Family: fast, trustworthy, cheap, deployed

TCB

components
+ code
glue code + proof
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TCB .' CSpace CSpace___ TCB

%
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Building systems - initialisation 0T | €y

TCB / CSpace \ CSpace TCB

%

¥
2
: CSpace Untyped Memory Regions
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g mm— -

21 sel4 & Family: fast, trustworthy, cheap, deployed June Andronick, Trustworthy Systems Group




Building systems - initialisation 0T | €y

TCB / CSpace CSpace TCB

¥
2
¢ l':, CSpace Untyped Memory Region
0 fmm e D ERECECEEEEE R O e N -
s Q ! ! N M © b ‘1
::l CSpaCe 8 ig i LéJ g LIDJ : ic) 7o)
9 VR A o 2 295y 288, §F
8 i A | i = O oOooaoa 'FFooloW
4 2 R — " =
g S  — e »
[ : .
i S — = Lo
| . A " 3 | BRI R I N DA I
| VSpace E
. L — —

21 sel4 & Family: fast, trustworthy, cheap, deployed June Andronick, Trustworthy Systems Group




Building systems - initialisation 0T | €y

TCB / CSpace CSpace TCB

hy
S

>ep <
D L] \
| | VSpace |
S
w
2
v l':| CSpace Untyped Memory Regions
< S . b
= CSpace Q o w
5 7o o o e CSpace TCB
1 | | L Z L2 , ST N
2 N-RE P & 5 | - CNODE <
m| o] ! ! ‘ El—'i i | |
S 1 ‘ E E— : ; ;
O i m— ;m - :
e I - >ep -« i
i I - ! 0 E i
| VSpace | | [3 | ; i VSpace/;
L E —
. L e—— ———

21 sel4 & Family: fast, trustworthy, cheap, deployed June Andronick, Trustworthy Systems Group




. pd
seL4 & family: an ecosystem | @
~N 7

22  sel4 & Family: fast, trustworthy, cheap, deployed June Andronick, Trustworthy Systems Group




seL4 & family: an ecosystem DATA | ®
~N 7
selL4 Platform
selL4 Kernel e Libraries, CAmKES, Driver framework...
e Platform ports e OS system components, VMM...

e Performance, debugging
e Proofs

—

Development support
e sel4test, continuous integration
e Debugging
e Benchmarking

Support
e Documentation
e Community support
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Deployment: in DARPA HACMS project @m D
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-> Verified software does protect against cyber attacks
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-> Verified software does protect against cyber attacks

@ Rockwey. | galois




Deployment: in DARPA HACMS project f{m | &

-> Verified software does protect against cyber attacks S
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-> Verified software does protect against cyber attacks S
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Deployment: in DARPA HACMS project @m | %

-> Verified software does protect against cyber attacks S

Unmanned Helicopter

g
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Deployment: in DARPA HACMS project @m | w
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-> componentisation of unmanned air vehicles

N

\

Quadcopter

SRR L e
g

Flight
Computer : I

Unmanned Helicopter
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Deployment: in DARPA HACMS project flm D

-> componentisation of unmanned air vehicles .

N

\

Quadcopter

Mission

Computer

Flight
Computer

Security. Performance. Proof.

Unmanned Helicopter
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Deployment: in DARPA HACMS project @m | m
N~

- Retrofitting a system to be high-assurance

Trusted Untrusted Untrusted

Mission Manager &
Ground Station Link

&
WiFi &

Camera
(Linux VM)
Virtual Machine Monitor (VMM)

Net !

Trusted
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- Retrofitting a system to be high-assurance

usted Untrusted Untrusted

Mission Manager &
Ground Station Link
&

WiFi &

Camera
(Linux VM)
Virtual Machine Monitor (VMM)

Trusted

First put all of the existing
software inside a VM
running on selL4

L 2

No security benefit yet,

simply showing that seL4
runs on the target platform
and that all the software can
run virtualised
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Deployment: in DARPA HACMS project DATA | ®

- Retrofitting a system to be high-assurance N

Untrusted

Bl Mission
g} Manager
. H & Ground

Mission Manager &
Ground Station Link
&

WiFi &

Station
Link
(Linux VM)

Camera
(Linux VM)
Virtual Machine Monitor (VMM)

Trusted

First put all of the existing Then start pulling some trusted
software inside a VM components out of the VM to run
running on selL4 natively on seL4
4 4
No security benefit yet, Some security benefit:
simply showing that seL4 compromise in VM cannot
runs on the target platform propagate to trusted component

and that all the software can
run virtualised
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Deployment: in DARPA HACMS project (o P

- Retrofitting a system to be high-assurance S

E Mission

M Manager

L H & Ground
]  Station
Link

(Linux VM)

Mission Manager &
Ground Station Link
&

WiFi &

Camera
(Linux VM) )
Virtual Machine Monitor (VMM) | ‘ - Y

First put all of the existing Then start pulling some trusted Full security architecture, with
software inside a VM components out of the VM to run all trusted components
running on selL4 natively on seL4 running as a seL4 component
4 4 4

No security benefit yet, Some security benefit: Important security benefit:
simply showing that selL4 compromise in VM cannot All components run isolated in

runs on the target platform propagate to trusted component a container, only the VM is

and that all the software can still vulnerable

run virtualised
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Deployment: in DARPA HACMS project @m | w

-> Red-Team could take control over the camera and Linux VM. . .~
- Red-team could not send malicious commands to flight computer.

Mission
Computer

Security. Performance. Proof.
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Deployment - beyond DATA | ®

HACMS
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Deployment - beyond DATA | ®
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Deployment - beyond DATA | w

UNSW-ECO CUBESAT
WAS LAUNCHED FROM
CAPE CANAVERAL
ON APRIL 19TH 2017
AT APPROXIMATELY
1:11AM SYDNEY TIME

’::*
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Deployment - beyond
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Deployment - beyond

3 state iAwards!
2 national iAwards!
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Deployment - beyond

OPEN SOURCE!

https://github.com/sel4 Mailing list, IRC Website, Wiki, Blog Developer days
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Deployment - beyond

HACMS

OPEN SOURCE!

https://github.com/sel4 Mailing list, IRC Website, Wiki, Blog Developer days
I — B——— —— P——

SBIR+community
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Deployment - beyond

OPEN SOURCE!

https://github.com/sel4 Mailing list, IRC Website, Wiki, Blog Developer days

B ——— PI—— B —— P——
SBIR+community
helmets satellites submarines wireless storage communications dongle
" o g —— | ——— &
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Deployment - beyond

OPEN SOURCE!

https://github.com/sel4 Mailing list, IRC Website, Wiki, Blog Developer days

A ——— P— B P
SBIR+community

helmets satellites submarines wireless storage communications dongle

e e -_— - | ——TTT— B — S

interest from

loT Automotive Defence
—— —— ———— ———
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Making verified software a
reality
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Approach:
-> minimal & verified TCB
-> ecosystem: selL4&co

Deployment
-> projects
- community!
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Making verified software a emaining challenges to
mainstream
verified software

In real-world systems

Approach:
cheaper = proofs for free
relevant - more features
Deployment scale -> proof engineering
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We have produced verified technology
that is high-performance
and is now in use in various systems in the world

We aim to radically change the way the world builds secure systemes,
and mainstream verified software
by increasing automation, proof engineering, community support
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VERIFIED and FAST and CHEAP and DEPLOYED

L — R
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KEEP
CALM TS @ Databl

https://trustworthy.systems/

AND

TRUST YOUR
KERNEL




